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Abstract over the symmetric systems [2]. However, characteris-

tics of mission-critical ad hoc networks pose the follow-
Mobile ad hoc networks show great potential in emer- ing new challenges for the design of public key manage-
gency response and/or recovery. Such mission-critical ap-ment schemes that would support secure communication

" ou

plications demand security service be “anywhere”, “any- over wireless ad hoc networks:

time” and “anyhow”. However, it is challenging to design (1) Vulnerability to theSybil Attack: Wireless commu-

a key management scheme in current wireless ad hoc netnjcations are prone to both active and passive attacks. The
works to fuffill the required attributes of secure communi- Syhijlattack [4] is an active attack and particularly detrimen-
cations, such adata integrity authenticationconfidential- tal to mobile ad hoc networks. When tBgbil attack hap-

ity, non-repudiatiorand service availabilitywhenSybilat-  pens, an attacker can claim multiple identities and the fake
tacks are present. In this paper, we present a self-containedidentities can easily defeat reputation and threshold proto-
public key management scheme, cal®dOCK, which is  cols, where a legitimate node must rely on majority of nodes
able to resist thé&ybil attack, achieves zero communication to reach decisions. Therefore, a node should not trust oth-
overhead for authentication, and offers high service avail- ers unless the node can infer someone else is trustable from
ability. In our scheme, small number of cryptographic keys |ocal information.

are stored off-line at individual nodes before they are de- (2) Unreliable Communications and Network Dynamics:
ployed in the network. To provide good scalability in terms p, o 14 shared-medium nature of wireless links, flows may
of number of nodes and storage space, we ufilize a Comblna’frequently interfere with each other. Moreover, a network

torial design of public-private key pairs, which means nodes may be partitioned frequently due to node mobility and poor
combine more than one key pair to encrypt and decrypt mes-

| h id labl channel condition. Mobile nodes may leave and join the ad
sages. We also show tBMOCK provides controllable re- -, neryork frequently and new legitimated nodes may join
silience when malicious nodes break into a limited number

f nodes before k . g | the network later after some nodes have been deployed in
of nodes before key revocation and renewal. the field. Mobility increases the complexity for trust man-
agement.

_ (3) Large Scale: The number of ad hoc wireless devices
1 Introduction deployed at an incident scene depends on specific nature
of the incident. In general, the network size can be very
There are emerging needs of secure Communicationéarge. In addition, an ad hoc network should be able to ac-
in mission-critical applications over wireless ad hoc net- commodate more mobile devices if necessary, therefore it
works, including battlefield communications, emergency IS hecessary to have newly deployed devices and previously
rescue operations, and disaster recoveries. In these apleployed devices trust each other without introducing too
plications, it is important to support secure communica- Mmuch overhead.

tions in “anywhere”, “anytime” and “anyhow” manner with (4) Resource Constraints: The wireless devices usually
following attributes [1] [3]: data integrity authentica- have limited bandwidth, memory and processing power.
tion, confidentiality non-repudiation and service avail- Among these constrains, communication bandwidth con-

ability. Being good candidates to address these attributessumption and memory are two big concerns for key man-
Public-Key Cryptography (PKC) schemes have advantagesagement schemes. Wireless bandwidth is the scarcest re-



sources in wireless network. On the other hand, memory The paper is organized as follows: In Section 2, we sum-
concern for key storage is more and more evident, since themarize the related work in key management schemes in mo-
requirement on network scalability (or network size) is in- bile ad hoc networks. In Section 3, we describe the back-
creasing. ground and problem description. Section 4 provides the

Given the above challenges (1) and (2), a node in g details of our key allocation algorithms. Section 5 gives
network may encounter untrustworthy peers and unreliabled?ta“ed protocols for secure communicati_on and bootstrap-
communication. Therefore, we need a self-contained keyPing When new nodes are deployed. Section 6 evaluates the

management scheme. A realistic assumption about missionProPosed scheme. Finally, Section 7 provides concluding
critical applications is that: Before mobile devices are dis- €marks.

patched to an incident area, they are able to communi-

cate securely with the trusted authentication server in their2 Related Work

domain center, and get prepared before their deployment.

Once the wireless devices are dispatched into the incident o secure communication, wireless sensor networks use

area, the centralized trusted server loses control of these de§ymmetric key techniques [11, 12, 13, 14, 15, 16, 17]. The
vices and the mobile devices cannot trust anybody if local 5in advantage of symmetric key techniques is its compu-
information _cannot aL_lthenticate it. In this paper, we design iational and energy efficiency. In symmetric key techniques,
a self-contained public-key management scheme, where alke et keys are pre-distributed among nodes before their de-
necessary cryptographic keys (certificates) are stored at i”‘ployment. A challenge of the key distribution scheme is to
dividual nodes before nodes are deployed in the incident,,se small memory size to establish secure communication
area. As a result, we can expect almost zero commu-among a large number of nodes and achieve good resilience.
nication overhead for authentication. In contrast to tra- |, sensor network context, the “security” emphasizes link
ditional certificate-based schemes, our authentication Pro-ayer security, and the major security goal is to prevent out-
cedure does not require the communication of certificate, sijers (adversaries) to use network resources. Due to the
binding the node’s ID to its public key, and signed by an |5ck of support forauthenticationand confidentiality [12]
off-line trusted authority. The required storage space for gng [13] are not suitable in mission-critical applications
traditional self-contained public key management schemes,yer wireless ad hoc networks. Pairwise key distribution
is of O(n) order. With challenges (3) and (4), storage space schemes [14] [16] are able to bolstthentication How-
at individual nodes may be too small to accommodate self-gyer, the connectivity is still probabilistic in these schemes
contained security service, when network sizés large.  anq there could be some partitions in the network. To fully
Hence, we present a Scalable Method Of Cryptographic gy nnort required features of mission-critical networks, in-
Key (SMOCK management scheme, which scales logarith- ¢|,ding data integrity authentication confidentiality non-
mically with network size()(log n), with respectto storage e diationandservice availability we consider public key
Space. schemes for secure communication over wireless ad hoc
In order forSMOCKto use smaller set of cryptographic networks in this paper.
keys, a sender uses multiple keys to encrypt a message and Public key (certificate) based approaches were originally
a receiver needs multiple keys to decrypt the message. Weproposed to provide solutions to secure communications for
then use the public key cryptography as follows: Each nodethe Internet [5], where security services rely on a centralized
possesses a unique combination of private keys, and knowsertification server. However, with a centralized server, se-
all public keys. The private key combination pattern is un- curity service for mission-critical applications may suffer
ambiguously associated with the node ID. It means, if a from low availability and poor scalability due to the low re-
senderA wants to send a message to receirA will liability and poor connectivity of mobile ad hoc networks.
first acquireB’s ID to infer a set of private keys owned Also, a single point failure of centralized server is able to
by B. Then A will encrypt the message with the public paralyze the whole network, which makes the network ex-
key set that corresponds to the private keys owned3by tremely vulnerable to compromises and denial-of-service
We have evaluateBMOCKwith respect to the communica- attacks. To improve resilience to break-ins in wireless ad
tion overhead for key management, memory footprint, and hoc networks, Zhou and Haas tailor the certificate-based
resilience to node break-in by adversaries. Note that it isapproaches to ad hoc networks and present a distributed
likely that adversaries may eventually break into a limited public-key management scheme for ad hoc networks [3],
number of nodes over a certain period before a network de-where multiple distributed certificate authorities are used.
tects the break-in and revokes the compromised keys. How-To sign a certificate, each authority generates a partial sig-
ever, before the system detects break-ins, a majority of net-nature for the certificate and submits the partial signature to
work nodes under thE MOCKwill operate securely even a coordinator that calculates the signature from the partial
when a small amount of nodes are compromised. signatures. Kong et al. describe a similar but fully dis-



tributed scheme [6], where every node carries a share ofsage to Alice, using the public ke
the private key. In certification service, if a node collects message. The message can be opened only by Alice, who
K partial certificates from its one-hop neighbors, the node has the private key sét'),._ ,

is able to obtain its complete certificate. This scheme in-
creases availability and reduces multi-hop communication
of authentication service. However, such a system is vul-

nerable to the Sybil attack [4], where an attacker can claim| X A Key pool: a set of public-private

multiple identities (larger thaf), and cheats honest nodes _ key pairs _

with the fake partial certificate. To improve security service | PrivateXKey;; | j-th private key hold by user

availability and system scalability, Capkun, Buttyan, and | PublicKeyi j-th public key hold by user

Hubaux propose a self-organized public key management i " A set of private keys held by usey

system [7], where users issue certificates based on their per- K™ = {privateKey;;}

sonal acquaintances. Each user maintains a local certificate ICﬁ’“b A set of public keys corresponding to

repository. When two users want to verify the public keys e

of each other, they merge their local certificate repositories| K; A set of public-private

and try to find (within the merged repository) appropriate key pairs held by user i,

certificate chains that make the verification possible. How- Ki = {(kpriv, kpub)| Epriv €

ever, it yields low security assurance whgybilattacks are ICf”” & corresponding kpu €

present due to the lack of trust anchor, siGgilattackers ;Cfub}

can easily defeat reputation and threshold protocols [6] [7] Memory size for key storage

[8]19] [10]. Therefore, we tl_Jrn to self-contained public key Ta Number of distinct key pairg = K|

approaches for high security assurance and low communi— Number of private keys held by each

cation overhead. _ _ user under isometric key allocation,
Recent development of ECC algorithms and implemen- b= K| =|Ka| = = | K|

tations [18] [1_9] [20] shqw that ECC is an efﬁuem PKC foo(2) Expected number of disclosed keys

scheme and it is becqmlng very feasible to consider ECC whenz nodes are broken in

based PKC schemes in moplle ad hoc networks. Currently, %o () Maximum number of disclosed keys

there are ongoing efforts to include ECC as a recommended whenz nodes are broken in

security me_cham;m, such as IEEE 802.15 WPAN, OMA Vo(a,0) Vulnerability metrics as: nodes are

(Open Mobile Alliance), and IETF: IPSec, TLS, PKIX, broken in.

S/MIME. To bridge the gap between the development of a

PKC technologies and the use of PKC in mobile ad hoc net-| C(a,b) Abbreviation ofa chooseb, b

works, scalable key management schemes are needed. % A set of nodes in the ad hoc wireless

network
3 Problem Statement n Total number of nodes in the network,
n=|V|

In SMOCK, let us assume a group of people in an inci-

b
1. 10 encrypt the

PTiv

but others do not.

Table 1. Notations and Symbols

dent area, who want to exchange correspondence securely

among each other in a pair-wise fasHiohe key pool Consider an example of a small group with 10 users.
of such a group consists of a set of private-public key pairs, In SMOCK we need 5 distinct public-private key pairs to

and is maintained by an off-line trusted server. Each ke build pair-wise secure communication channels among 10

1 1 2 2 3 3
pair consists of two mathematically related keys. T  USers. They ar€k,,,,. k Kpriv: & k

priv? pub)’ ( priv? pub)' (kpriqn p_ub)'
key pair in the key pool is represented @4}, k). To (Kprivs Kypuv)s (Kprins p,). EaCh user keeps 5 public keys

: priv’ Vpub/* A )
is loaded with all public keys of the group and assigned a each user is then shown in Table 2.
distinct subset of private keys. L&t,.". denote a subset In this scenario, we know that

of private keys held by Alice, anki%2’ _represents Alice’s
corresponding public key subset. If Bob wants to send a

secret message to Alice, he needs to kridlj’._, where
KEre g ke . Bob is able to pass the secret mes- o _ _ _
Atice ¥ Kanybody etse P e For a public-private key pair, multiple copies of the
1Symbols and terms used throughout this paper are shown as in Table prlvate.key can b? held by different users. In the given
1 scenario, each private key has 4 copies.

e Each person keeps a predetermined subset of private
keys, and no one else has all the private keys in that
subset.




Table 2. An example private key allocation

User KCP™ private-key set held by
users;
1 ]C;m"”l {kprw’ rw}
2 K:p:: = { pnv’ pvw}
3 pmv { priv) prw}
4 ICPT - {kprw? prw}
S ICP — { prw’ rw}
6 K:p:z: — { priv) pr w}
7 ICp — {kpruﬂ kprw}
8 PTW {kprw’ rw}
9 K:p:: { priv? ;))7 w}
10 p {kprwv ;rw}

e A message is encrypted by multiple public keys, and
it can only be read by a user who has the corre-
For example, if user 1 en-

sponding private keys.
crypts a message: by public keysk? , andk> , as
Enc(Enc(m,k2,,),k>,,), then only user 7 can de-

s Vpub/y Vpub/?
crypt it with private keys:? andk;m

priv

In traditional public management schemes, each user
holds one public-private key pair. Therefore, a user should

store n public keys and 1 private key to achieve self-
contained key management in a network of size In

SMOCK10-user example, a user only needs to store 7 keys
(5 public keys and 2 private keys), which is smaller than

11 keys (10 public keys and 1 private keys) in traditional
schemes. We will show that BMOCKTthe total number of
keys held by each user is approximatél{iog(n)), but it is
O(n) under traditional key management schemes.

3.1 Definitions

Definition 1: Let us consider akey pool K
(B Kppin ) IV < a} where thei-th public-private key
pair is defined agk}, ;. k7., ), anda = |K| represents the
number of distinct key pairs. The symbigk™® and KPub

stand for a set of private keys and a set of public keys held

by userv respectively.

Definition 2: A key allocationkA: 2 — V, maps the
key pairs inkC to a set of users iV, so thatv € V is
assigned a subset of key palfs (IC; C K)). To guarantee
the secure communication between each pair of nodad
Jj,» we havevi Vj IC;ZK; (the same a&’}"™"" ZKCi"™") and
K;ZK; (the same agc?™ " ZKP"™™), iff i # j. If this
property holds, th&ey allocationis valid.

Definition 3: We say that a key allocation is isometric,
if k1] = |Ks - = |K,| = b; otherwise, the key

allocation is non-isometric.

Definition 4: We say that the key assignment to user
and; conflict, if either "™ CCE™" or 2™ CKCY™ . For
a valid key allocation, there does not exist conflicting key
assignments for any pair of the users.

3.2 Objectives

To guarantee the secure communication amopgople,
we need to have enough public-private key pairs. On the
other hand, to seek efficiency in storage and computation,
we want to use a small number of key pairs and distribute a
small number of key copies to each person. Generally, we
desire the key management to be memory efficient for key
storage, computationally efficient during encryption and de-
cryption, and resilient to break-ins. Therefore, we define
multiple objectives of thesMOCK key allocation mecha-
nism as follows:

Objective IMemory EfficiencyGiven a network of size
n, we need to find &ey poollC and akey allocationK' A to
achieve

min

s.t.
where|KP""| = |K;] is the total number of private keys
stored at node. |K| is the total number of public keys
stored at each node. Note that each node stores all public
keys before the node deployment, but it only stores a small
subset of private key&?"" for useri. If a user is assigned
a key pair(kpup, kpriv ), then the user holds the private key
kpriv. Therefore || + [KP™"| is the number of memory
slots at node to store the public keys and private keys for
secure communications.

Objective 2Computational ComplexityTo simplify se-
curity operation, each person wants to use a small num-
ber of public keys to encrypt the outgoing messages, and
a small number of private keys to decrypt incoming mes-
sages. Therefore, we have the following objective

min
s.t.

where M is the total number of memory slots for key stor-
age at each node.

Proposition 1 Isometric allocation of keys performs bet-
ter than non-isometric allocation in terms@bjective land
Obijective 2

Proof of Proposition 1lis shown in [21]. Therefore, we
assume isometric key allocation throughout the rest of this
paper.

Objective 3Resilience RequirementUnder isometric
key allocation scheme, we denate= |K| andb = |K;| =

K| + max [P
eV

1

max [P
icV



\ICf””|. Each user needs only to cartyprivate keys algorithm to fully utilize memory space to achieve better
anda public keys under isometric key allocation, wherein resilience by slightly relaxing the optimality @bjective 1
b << a << (a+b) << n. Clearly, if a node is com- andObjective 2 With the given value of andb, Section 4.2
promised, all its keys are compromised, regardless of thediscusses key allocation details®1OCK
number of private keys it carries. Therefore, on the average
C(k.(x),b) distinct key-sets are compromised when adver- 4.1 Derivation of ¢ and b
saries break inta: nodes, and up t@'(k,(x),b) distinct
key-sets are compromised in the worst case. 4.1.1 Optimization of design objectives
We denote a vulnerability metric by.(a,b), which , _
is the percentage of communications being compromised Value) affects the complexity of encryption and decryp-

whenz nodes are broken in. It follows that the vulnerability 1°n- Therefore, we'd like to relax to allzowb to be small.

. . C(ke(x), b) (ky (@), b) The extreme case is that= n andb = 1, where each per-
metric, V. (a,b) is @)Y on the average of (@) 2) .
) C(a,b) ; Cla,b) son keeps a key and every key only has a single copy. The
N th? worst case, Whem(@ = ab. T(,) achieve the deS|.red following algorithm helps to determing andb to achieve
resilience when adversaries break intmodes, we define 4 . design objectives. Assume the network size is

the resilience requirement as Objective 1requires? to be small for key storage effi-

C(ke(), b) ciency. MeanwhileObjective 3requires; to be large for

Vi(a, b) = # <P 3) good resilience. Therefore, there are two conflicting objec-
(a,b) tives. Algorithm 1trades off between memory efficiency

where P is the resilience bound representing the upper- @nd good resilience.

bound of the compromised communications whemodes

are randomly compromised, each with equal likelihood. Algorithm 1:
Proposition 2 Let us assume the number of key pairs (D) Tnitialize I = 2.
used by the network ig, and each node possessgsivate While (C(l, L%J% <n)
keys. If z nodes are broken in, then on averdgér) = dof{l =1 +11 ;
x—1 = l b = | = ,
la—(a—b) (@) | keys will be disclosed. Therefore, =0 L]
% percentage of the node will be compromised. (2 ngcl)e{g :(cz, b—_l}l') >n)

Proof of Proposition 2can be found in [21]. We can also
conclude that in worst casg, () = min(xb, a) keys will
be disclosed, whem nodes are broken in.

(3) While (C(a+1,b—1) > n)
= b —_
We observe that'(k.(z),b) and C(k,(x),b) do not

do{a:a—i—i, b

compare favorably with:. But, by increasing the value of (4) While (Equation (3) is not satisfied)
a, we can make”(a,b) >> n, therefore, maké’,(a,b) do{

compare favorably with: /n, which we refer to avench- if(Cla+1,b—1) > n)

mark resilience There is a trade-off between memory us- {a=a J’r 1, b=b—1}
age and resilience against break-ins: For a larger number of else ’

public-private key pairs, we can get better resilience against {a=a+1)

break-ins at the cost of larger memory footprint. }
(B) K| =a and |K;| =b.

4 Key Allocation Algorithm . .
y 9 Step (1) of Algorithm 1 calculates the minimum num-

. , . ber of memory slots to store public keys in order to support
Due to Proposition 1 SMOCK uses the isometric k&Y  yhe secure communication amongiodes. Step (2) mini-
allocation algorithms to achieve the objectives outlined in mizesObjective 1 Step (3) further optimizes th@bjective
Section 3.2. In this _sectlon we show: (1) For a given net- 5 \while keepingObjective lunchanged. Step (4) ensures
work, how to determine andb; (2) How to allocate distinCt ¢ the key allocation me@bjective 3 If the resulting
private key sets to users to achieve secure communication, anqy, do not satisfy the resilience requirement specified

betwegn each Pa” of USErs. To determine valug ahd by Objective 3 we either increase, or simultaneously in-
b, we first specify an algorithm to obtain the optimal key raasa, and decreask. Thus is increased byt and &
allocation solution in terms of botBbjective landObjec- " " b

. ) . . . . isincreased by or -2tL.. Forn >> b, it is a reasonable
tive 2with constraint of the resilience requirement specified trade-off of me%nor b(sblaic, t0 achieve better resilience
in Objective 3 Observing the trade-off between memory y '
usage and resilience against break-ins, we then present an 2This is exactly the traditional public key management scenario.




4.1.2 Meeting key storage constraint are deployed. The initialization phase is performed before
deployment. Since communication and bootstrapping are
on-line procedures, they have to be very efficient in terms
of communication overhead (using a small number of mes-
sages).

Total memory slots for key storage are often limited
by M, where M is large enough to support nodes. In
this case, we should fully utilize the memory slots to opti-
mize Objective 2and achieve the best resilience given by

70%“5(5‘?}3)’1’) in Equation 3. Thus, we come up with Algorithm . |y ooc e e

The initialization phase is to assign keys and identifica-

Algorithm 2: tions to each node. The algorithms for key allocation are
(D Leta =227, b= 2 ]; shown in Section 4. A node’s identification (ID) is a good
(2) While (C(a+1,b—1) > n) indicator to show what subset of private keys the node car-
do{a=a+1, b=0b-1} ries. If two nodes want to exchange a secure message, each
(3) Then|K| = a and |K;| = b. needs to know the ID of the other. From the ID, a node
can infer which private keys the other node has, and it can
4.2 Key Allocation encrypt the message with the corresponding public keys.

Node IDs do not have to form a contiguous range. After
For a given network size, we have determined and  key allocation, each node knows the private keys assigned

b. The key assignment should satisfyZK’; andC; 2K, to it, and all the public keys. We label the keys by numbers
so that thekey allocationdescribed above can support the ¢ 1,2.... Let keyI D7 be thei-th private key held by node
pair-wise secure communication for a network of size- j. Leta be the total number of public keys ahtle the num-
C(a,b). Assuming a single private key can be assigned to per of private keys kept at each node. For each njoaee
at mosty nodes, we have x n = a x y (both sides indicate havekeyID{ < keyIDg << keyjpg_ The ID field
the total copies of private keys in the system). Therefore, spang x [log, ] bits as shown in Figure 1. Eadlayl D’
y = Zn = 2C(a,b). We randomly assigh private keys  takes[log, a] bits. It is easy to show that the node ID is

to network nodes in the key allocation, where a single key unique as long as each node is assigned a unique subset of
should be assigned to at md;w(a,b) nodes. Otherwise, private keys.

we cannot get a valid key allocation. In the example given

in Table 2, each key is assigned 4 times, where 5, b = _ , .

2. For a key assignment, we just need to assign a random keyID{ | keyID; o | ReyIDy

unused private key combination to a node (totally, there are

C(a, b) possible combinations). Algorithm 3 illustrates the Figure 1. ID field of node j

procedure to assign a subset private keys to a node. Note

that very smalle andb can support a very large network. In the example shown in Table 2, user 7’s private key set

E.g., if we ignore the resilience requiremeat= 20, b = is K& = {k2,,,, k5, }. Correspondingly, the ID of the

4, the network size can be as large as 4845. user 7 is ©¥10|101", wherea = 5, b = 2. We can see that a
node automatically obtains an ID after it has been assigned

Algorithm 3 a private-key set. If other peer nodes know user 7’s ID,
(1) For thei-th node(: < C(a, b)), randomly selech they can infer that user 7 has private key numbet2;()

distinct private keys to generate a subset of keys, where ~and private key number 5:{ ;). If user 7 claims a fake

either of thesé private keys has been assigned more identity, other nodes will use public keys represented by the

thang()(a, b) times; fake identity to encrypt the messages. Therefore, the user 7

(2) If (the generated key setan assigned key set cannot decrypt the message. In this waljJOCKscheme
Adjust key by key in the generated key setto get  is able to resist against ti&ybil attack.

unassigned key set;

(3) Assign the generated key set to nade 5.2 Secure Communication

5 Secure Communication Protocols Figure 2 shows a protocol of secure communication be-
tween Alice and Bob, where Alice and Bob establish a se-
Section 4 shows how to determing b and how to as-  cure communication channel. If Alice already knows Bob'’s
sign private-key set to a node if network sizeis given. ID, she can send an encrypted message (EncMsg) directly
In this section we specify detailed protocols used for initial- to Bob. Otherwise, she needs to send a ID request message
ization, communication, and bootstrapping when new nodesto Bob, and Bob replies with his ID. After Alice receives



Bob’s ID, she can figure out which private keys Bob is asso- a1 .

ciated with, and she encrypts the message correspondingl)‘;jlccommOd"j‘tegO Cla +4,b — 1) new nodes. Note that

before she sends the message. keepingb unchanged and increasimgdoes not violate the
Since Bob holds a unique subset of private keys, only heresilience boun® given inObjective 3

is able to decrypt the message correctly. Note that, Bob's ID

can be transmitted by plain text. Even so, malicious usersg  Eyaluations

who steal Bob’s ID cannot decrypt the encrypted message.

6.1 Small Memory Footprint

1: | D Request

2: 1 D of Bob Bob

In SMOCK a few key pairs can support secure commu-
nication of a very large network. According to tiidgo-
rithm 1in Section 4.1, 18 key pairs in the network can sup-

Figure 2. Secure communication protocol be- port end-to-end secure communication among up to 1000

tween Alice and Bob nodes without resilience consideration. In Figure 3(a), we

show the minimum number of keys needed at each node
for typical mission-critical network sizes. Therefore, we
can achieve very small memory footprint under 88OCK
5.3 Bootstrapping to Accommodate New scheme.
Nodes

3: EncMsg to Bob

N
N

B - o private keys
[ # of public keys
b | EEEEEEE vota # of keys stored at each device 4

N
°

"
©

In some cases, we need to deploy new nodes to an exist-
ing ad hoc network. 'BMOCK it is trivial to make newly
deployed node to trust previously deployed nodes. How-
ever, in case of insufficient number of keys, a bootstrap-
ping procedure should be run to have previously deployed
devices trust newly deployed devices. Let us assume that | I I I I I I I I I
n nodes are already deployed in a network witpublic
keys and each node storeprivate keys, anan new nodes (@) n <1000
are being assigned into the network.nlf+ m < C(a,b)
and resilience requirement (Equation (3)) are still satisfied
after we deploym more nodes, then no bootstrapping is
necessary, since the newly deployed nodes can be assigned
with unused combinations of private keys from the exist-
ing key pool owned by off-line trusted server before they
are deployed. However, if network size+ m is larger
thanC(a, b) or resilience requirement is violated after in- E R
cremental deployment, then the system needs to generate (b) On logarithmic scale. < 10000
more key pairs, say’ new key pairs. We can still assign -
b private keys to the additional nodes before their deploy-
ment. In this case, a bootstrapping procedure is necessary
to introduce newly generated public keys to the previously
deployed nodes is necessary. After new nodes join the net-
work, they need to broadcast the newly generated public A total of o public keys can support at most(a, 12])
keys to those previous deployed nodes. Therefore, the prenoges in the network. By Stirling’s Approximation] ~
vious deployed nodes are able to infer the value-pé’. To
prevent unauthorized nodes to broadcast fake public keys i
in the bootstrapping procedure, the trusted domain centemetwork of SiZE@(%), where2® is dominant ag: turns
should sign the newly generated public keys. Since we fix very large. Accordingly, the total number of key pairs re-
b, those previously deployed nodes can adjust the existingquired is at a level 00 (log, n) = G)(lgi2 lgn) = ©(lgn),
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Figure 3. The minimum number of keys
needed

(2n+ 3)m n"e~". Hence,a public keys can support a

ID field to sparb x [log,(a + a')] bits. which can be verified by Figure 3(b). We conclude that the
It can be verified that, give@’(a, b), the increment o& SMOCKscheme yields very small memory footprint.
by 1 bringsC(a,b — 1) new valid key sets for new nodes. If we relax the storage limitation, the number of private

Therefore, witha’ new key pairs, the network is able to keys needed decreases, and computational complexity is re-



duced accordingly. Figure 4 shows the trade-off betweenof multiple nodes may compromise a set of other nodes.
computational complexity and key storage space for differ- Assumer nodes are compromised ahdx) is the expected

ent network scales, where the computational complexity is number of keys disclosed correspondingly. P®position
inferred by the number of private keys needed. We can con-2 shows ji.(z) = |a— (a—b) (anb)“lJ_ Then%ﬂzsb)

clude that the larger the storage space is, the smaller numbepgercentage of nodes will be compromised. Let's assume
of private keys are kept at each node, thus the smaller com-, — 1000, Figure 5(a) shows the average case percentage
putational complexity it is. of compromised nodes when a small portion of nodes are

controlled by adversaries.
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Figure 4. Trade-off between storage space

and computational complexity (M is total Figure 5. Percentage of compromised nodes
memory slots for key storage) with break-ins
6.2 Communication Overhead for Key 6.3.2 Worst case analysis
Management

For mission-critical applications, it may be important

Since SMOCK is a self-contained public-key manage- to consider resﬂ!ence against the worst case where each
newly compromised node releasésnew keys to the

ment scheme, a node does not need to contact/trust Otheédversar If we defins, (z) as the number of keys
nodes for certificate verification. Only during the boot- disclosec}/.b the break-in; gfnodes then in the wo?lst
strapping phase when new nodes join the network and the y : !

. SO case,k,(x) = min(zb,a), wherea is the total number
key revocation process, communication is needed for key

management. ThereforBMOCKhas little communication of key pairs and is the number of private keys kept by
each node. In the worst case, we want to calculate the
overhead for key management.

probability that an allocated key set is compromised as
Prob(a key set is compromised | the key set is allocated).
Since the events “a key set is compromised” and “a key
set is allocated” are independent, then the worst case prob-
ability is Prob(a key set is compromised). Therefore,

The break-in of any single node by an adversary does notgngnkQ ancli)b, in worst case, the break-in efnodes results
release enough information to the adversary to break securén % percent of the communication compromises,

communication for any pair of nodes. However, break-ins wheren is the network size. Figure 5(b) shows the worst

6.3 Resilience to Break-ins

6.3.1 Average case analysis
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Figure 6. Comparison between SMOCKwhich achieves benchmark resilience and conventional pub-
lic key scheme for n = 1000

case percentage of the compromised nodes, where we caf(b) show that in the caseMOCKachieves benchmark re-
see that the break-in of¢| nodes can compromise the silience atr = 20 thatV,(a,b) ~ x/n, it provides equiva-
whole network in the worst case. However, the break-in of lent resilience when less than 20 nodes are compromised,
[ 7 ] nodes only compromises a small ratio of the network. but requires much smaller memory size, comparing with
With the help of break-in detection and key revocation conventional scheme. Figure 6(c) shows the total number of
mechanismswe can assume that only a few number of keys required to be stored at each node in order to achieve
nodes (less thapg; |) can be broken in. benchmark resilience when goes up untilz = 100. It
shows good scalability dBSMOCKto tolerate more break-
ins. For applications with a high resilience requirement,

6.3.3 Control resilience we recommend using/n as the resilience bound i@b-

As long as the number of key pairs is large enough, the J€Ctive 3
percentage of the compromised nodes will be small enough
when a certain number of nodes are compromised. This
is the practical reason that we want to choose a somewha?Z ~Conclusions
larger value fora, the total number of key pairs used in
the network. Figure 5 shows that break-in of any single
node cannot compromise any other node in the network, We depict a key self-contained key management scheme,
and break-in of multiple nodes may disclose information which requires significantly less key storage space than tra-
to the adversary to compromise more than the number ofditional schemes and almost zero communication overhead
nodes which are broken in. The break-in of multiple nodes for authentication in a mission-critical wireless ad hoc net-
will be more expensive for the adversary than the break-work with » nodes. The scheme also achieves controllable
in of a single node. On the other hand, whenever the resilience against node compromise by defining required
network detects the compromise of a user, it is hecessanbenchmark resilience.
to nip it in the bud by dynamically revoking and redis-

tributing nevg(l;e()ég). gonader the resilience requirement as;management schemas— n andb — 1 in SMOCKturned
Ve(a,b) = == < 20%. When 20 or fewer nodes

C(a,b) out to be the traditional public-key infrastructure. We can
are cracked in, we require that at masts of the secure |50 see theBMOCKscheme is able resiSybilattacks, and
channels are compromised. AccordingAigorithm 1, the  fylfill the secure communication requirement in terms of
minimum number of memory slots needed to fulfill such jntegrity, authentication confidentiality non-repudiation
resilience requirement is 70. andservice availability

Figure 6 compares the total number of keys needed to
achieveV,(a,b) ~ z/n for x = 20 underSMOCKwith
the conventional public key scheme. We assume that only
small subset of nodes may be broken in during a reasonable
time window before key revocation. Figure 6(a) and Figure

In this paper, we generalize the traditional public key
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