
Abstract –  Advanced  techniques  of  Non-Intrusive  Load 
Monitoring  (NILM)  can  provide  power  consumers  with 
opportunities  to  easily  and  accurately  track  their  own  energy 
usage.  However, as with any other powerful technology, there is 
a darker side to NILM.  Since detailed monitoring only requires 
information about the overall power draw over a period of time, 
any such source of information could be used for any number of 
purposes.   While  some  legal  protections  exist  for  personal 
information reported to  a  utility,  and digital  defenses make it 
difficult  for  unauthorized  parties  to  obtain  meter  data,  such 
measures are not infallible – and do nothing to prevent abuse by 
the utility itself, or the surreptitious installation of a monitoring 
device  outside  of  a  residence,  place  of  business,  embassy,  etc. 
Therefore,  there is  a  need to develop more effective means of 
protection  from  such  “non-intrusive”  intrusions  and  remove 
personally  revealing  information  from  the  power  signal 
altogether.

Index terms – Power system monitoring, privacy

I. INTRODUCTION 

The  development  of  effective  Non-Intrusive  Load 
Monitoring (NILM) technology has  many potentially useful 
applications.  With a single device hooked into a system, the 
complicated combination of loads can be untangled from the 
total power being pulled from the grid, so individual power-
consuming devices can be tracked and compared.  Inefficiency 
and waste can easily be identified, large loads can be tagged 
for potential participation in demand response, and it becomes 
possible  to  verify that  these  devices  respond correctly  to  a 
demand response event.  NILM is a valuable tool for those 
wishing  to  better  understand  and  control  their  own 
consumption.
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However, the very same techniques so helpful to a facility 
manager  seeking  to  eliminate  inefficiencies  in  system 
operation can be turned (for example) to purposes of industrial 
espionage.  In a residential setting, a recent study found that 
detailed tracking of power consumption could lead to highly 
accurate  tracking  of  the  residents  as  well  [1],  resulting  in 
decreased privacy and increased vulnerability (e.g.,  a  savvy 
criminal  could  easily case  a  neighborhood undetected,  or  a 
stalker  could  monitor  a  target's  daily  routine).   As  smart 
meters  are  being deployed across  the country,  the  potential 
consequences of their adoption and the detailed metering data 
they'll make available  are worth consideration.

Ethical questions about the pursuit of such technology were 
raised  over  two decades  ago  [2];  but  to  date  –  despite  the 
recent  push  toward  detailed  power  data  on  a  network  of 
digitally  enabled  meters  –  no  true  defenses  against 
unauthorized monitoring have been proposed.  What defenses 
exist focus entirely on protecting the metered data – not the 
personal  information  embedded  in  that  data  and  the  power 
signal itself.  

Fig. 1 illustrates the current state of defenses at the major 
points of attack: the meters, the data transmission system, the 
data stored at  the utility,  and the power signal  close to the 
particular facility of interest.  As the facility's power signal is 
mixed in with others through the distribution and transmission 
system,  it  becomes  significantly  more  difficult  to  tie  any 
specific aspect of the aggregate signal to the particular facility 
in  question,  and  therefore  poses  little  threat  with  sufficient 
separation.   While  there  are  undoubtedly some legal  issues 
attached  to  hacking  a  meter  or  eavesdropping  on  the 
transmission  of  power  data  to  the  utility,  those  willing  to 
employ such methods are not primarily deterred by their 
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Fig 1: Primary protections against abuse in a Smart Meter system
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illegality – thus the most effective line of defense is currently 
digital.  Likewise, while data stored at the utility is likely to 
have some sort of digital protection, it is easily accessible to 
various parties – the primary deterrents to abuse of that data 
are the legally defined guidelines for their use.  Access to the 
data  in  the  power  signal  itself  is  only  prevented  by  the 
practical  problem  of  installing  a  sensor  somewhere  in  the 
distribution  system  before  the  signal  is  drowned  out  by 
neighboring loads.

The potential  harms born of this grid upgrade have been 
explored more extensively elsewhere [1], [2], [9], [10].  This 
paper  is  intended  to  lay  the  groundwork  for  technological 
defenses  against  unauthorized  and  unwanted  monitoring  by 
discussing exactly how personal information is extracted from 
the  power  signal  –  the  first  step  in  developing methods  to 
sufficiently  alter  the  signal  to  prevent  the  transmission  of 
personal  information.   The  sketchy protections  currently in 
place  are  not  sufficient  to  adequately  preserve  privacy  – 
further defenses must be developed so that the benefits of a 
smarter  grid  can  be  enjoyed  while  the  potential  harms  are 
mitigated.

II. INADEQUACY OF CURRENT PROTECTIONS

The two major types of existing protection against invasive 
analysis of one's power signal are legal and digital.  However, 
despite  these  efforts  to  prevent  access  to  the  data  by 
unauthorized third parties  (and abuse by authorized parties) 
they still do not significantly limit the ability of outside parties 
to gain access to, and analyze, anyone's power signal.

One major weakness of  the current system is that it still 
puts  unnecessarily  revealing  information  about  a  person's 
activity and habits in the hands of at least one outside entity:  
the  utility.   A utility  needs  to  know  how  much  to  bill  a 
customer for the power he uses, but there's no reason to give 
the utility information about the customer's personal habits – 
yet  this  is  exactly  what  detailed  metering  will  do  if  that 
information  is  left  intact  within  the  power  signal.   Power 
customers  need  an  alternative  to  putting  that  sort  of 
unnecessary trust in their utility.

In some states, utilities are legally restrained from releasing 
personally  identifying  information  to  a  third  party  without 
written consent from the customer [3].  However, most states 
do  not  have  standard  definitions  of  “personally  identifying 
information”, or formal privacy policies addressing the proper 
use of power data [4].  The consumer has no recourse but to 
simply  trust  the  utility  itself  not  to  abuse  the  information 
which could be gleaned from the detailed metering – and as 
indicated by the lawsuits against utilities in the wake of smart 
meter installations [5], such trust in the good intent of utilities 
is not likely to be forthcoming.

On  top  of  that,  large  exceptions  are  made  for  law 
enforcement.   In at  least one case,  this has led to extensive 
police perusal of numerous customers' usage data, looking for 
usage  they  consider  “unusual”   –   even  so  far  as  law 
enforcement having its own password to the utility's database 

[6].  The police are required to have a warrant to monitor the 
phone  lines  going  into  a  home,  but  are  not  currently 
constrained  legally from watching through the  power  lines, 
despite the constitutionally questionable nature of such action 
[3]. 

Existing laws can only discourage, not prevent, abuses by 
individuals  within  the  utility  or  law  enforcement  –  or  by 
hackers  with  the  ability  to  compromise  the  utility's  data 
storage, communication with the meters,  or even the meters 
themselves.  Attempts at digital protections of the measured 
data  are  in  place,  but  are  severely flawed.   Even as  smart 
meters  are  beginning  to  be  deployed  across  the  country, 
gaping  security  holes  are  being  uncovered.   Several 
vulnerabilities  have  been  reported  in  Automatic  Metering 
Infrastructure  (AMI)  devices,  allowing  an  attacker  (with 
physical  access  to the device)  to obtain the usage data and 
network authentication keys – giving the attacker access to all 
user  data  being transmitted  from other  devices  as  well  [7]. 
The  protocols  on  which  the  wireless  communication  of 
metering data takes place also have known vulnerabilities [8], 
so an attacker need not have physical access to a meter to be 
able to intercept data in transmission.

Such  paltry  protections  are  entirely  inadequate  for  the 
preservation  of  individual  privacy.   Moreover,  even  if  we 
assume  digital  protections  can  prevent  unauthorized  parties 
from  hijacking  usage  information  from  the  meter,  data 
transmission system, or data storage, and that legal protections 
of  the  data  will  prevent  misuse  or  release  of  usage 
information, nothing is to stop someone from intercepting the 
power  signal  itself  except  for  the  minor  inconvenience  of 
concealing his own monitoring device.   In  order to obscure 
this information from all avenues of abuse, we must go to the 
source – preventing that information from being carried by the 
power signal  at  all.   To do so,  we must  first  examine how 
NILM  can  be  used  to  extract  personal  information  from  a 
power signal.

III. HOW PERSONAL INFORMATION IS EXTRACTED

Current  and  developing  techniques  for  NILM  are  fairly 
diverse in approach – some of the more popular techniques 
use  genetic  algorithms  to  develop  profiles  for  different 
devices,  or  use clustering algorithms to link patterns  in  the 
signal  to  other  patterns  caused  by  the  same  (or  similar) 
devices.  However, all depend on the analysis of one or more 
features of the power signal: real power, reactive power, the 
resulting  power  factor,  various  harmonics,  etc.   Inferences 
about the sources of the signal are made based on the values 
(and changes in the values) of these features.  Use of a greater 
number of features allows for more precise identification of 
disaggregated appliances or machines, as there can be a great 
deal of overlap between different devices on some features. 
For  example,  the  real  power  consumption  of  a  blow dryer 
might  be  very similar  to  the  real  power  consumption  of  a 
toaster – but if the reactive power is factored into the feature 
profile for each device, the inductive motor of the blow dryer 
can be differentiated from the toaster's heating elements easily.



Information can be gleaned from the different features of a 
power signal in a variety of ways.  Fig. 2 shows a breakdown 
of some basic approaches.  In this framework, features can be 
analyzed based on

• Instantaneous or average value 

• Changes in the value of the feature

These values can be evaluated based on 

• The magnitude of the value (or change) itself 

• The time at which the value or change was measured.

This  framework  helps  to  separate  specific  methods  of 
extracting  personal  information  from the  power  signal  into 
rough categories, and allows for the development of targeted 
defenses  against  those  categories.   A defense  against  one 
category of attack will not necessarily protect against an attack 
from another category.  For example, altering the net power 
factor  of  a  facility  would  help  to  disguise  its  loads  from 
instantaneous/average value based extraction techniques,  but 
would provide little help against techniques based on changes 
in power factor.

While  the  steady state  values  of  applicable  features  can 
give some information about their  source,  the points where 
feature  values  change  are  more  commonly  used  when 
attempting to disaggregate a collection of loads.  The change 
in the value of the feature is generally indicative of some state 
change of an individual load, and so gives specific information 
about that load's contribution to the aggregate signal.  Again, 
these  changes  can  be  analyzed  based  on magnitude,  or  the 
time  at  which  they  occur  (either  absolute  time,  or  in  the 
context of some sort of periodic signal).

In  order  to  obscure  the  potentially revealing information 
inadvertently encoded in the power signal, these features must 
be  modified.   An  effective  technological  defense  against 
unauthorized  monitoring  will  have  to  combine  various 
techniques to hide the identifying characteristics in both the 
levels and changes in each applicable feature.

A. Personal Information Derived From Aggregate Levels

Some information can be gleaned without even needing to 
disaggregate the individual load signals, just by looking at the 
overall  power consumption over some period.  Current low 
resolution  data  collected  by  manual  meter  readings  can  be 
used  to  make  inferences  about  the  activities  and  devices 
combined to create that data.  This is exactly how police in 
Austin,  Texas,  conducted  what  effectively  amounted  to 
warrantless  searches  of  private  homes,  looking  for 
“disproportionate”  usage  –  warrantless  searches  covering 
thousands of Austin residents [6].  Fortunately, the amount and 
granularity of information extractable from the data is severely 
limited, and the activity in Austin is currently just one isolated 
incident.  It is a minor vulnerability in comparison to what can 
be done with higher resolution data.

When  a  time  dimension  is  added  to  the  aggregate  load 
signal, far more opportunities for inference arise.  In a recent 
study, the researcher's software was able to deduce a subject's 
sleeping habits and detect whether or not he was home with 
about 90% accuracy.  This was using only real power usage 
data over time at 15 second resolution [1].  Periods with very 
low activity could indicate that a person is away or sleeping. 
Periods  of  high  usage/activity  give  information  about  a 
person's lifestyle – is he a night person or a morning person, 
habitual  or  spontaneous,  Luddite  or  technophile,  etc.   Even 
without  the  signal  processing  power  necessary  for  detailed 
load  disaggregation,  a  running  measure  of  power  usage  – 
within  a  home,  office,  manufacturing  plant,  government 
research facility, etc. – provides an easily exploited window 
into  the  activities  of  the  inhabitants,  and  the  nature  of  the 
devices contributing to the signal.

Such  information  would  be  of  interest  to  a  number  of 
different  parties  currently  without  such  direct  access  to 
information about  personal  habit.   Insurance  companies  are 
always  eager  to  obtain  detailed  information  about  their 
customers for rate calculation – perhaps a person seen to have 
poor sleeping habits would be given higher health insurance 
rates, or a person who often arrives home around the time bars 
close will be flagged by his auto-insurer as a drunk driving 
risk.   Marketers  would  certainly  be  interested  in  getting 
information  about  the  lifestyles  of  potential  customers,  to 
allow for  more  focused  ad  campaigns.   These  examples  of 
potential privacy violations and the examples to come (as well 
as many others) have been proposed elsewhere [10].

B. Personal Information Derived From Level Changes

As instantaneous data gains resolution, it becomes possible to 
isolate distinct changes in feature values, and read information 
from those level differentials.  These recognizable level shifts 
are the basis of most load disaggregation techniques.  When 
individual load events can be isolated and compared to other 
load  events,  patterns  emerge  and  can  lead  to  precise  load 
identification.  Once individual load signals can be separated 
out it becomes possible to make inferences about the nature of 
the appliances – perhaps a particular shift in signal features is 

Fig 2: A breakdown of the ways personal information can 
currently be deduced from one's power signal
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caused  by  a  security  system  being 
activated  or  deactivated,  or  a  particular 
brand  of  refrigerator  may  have  a 
discernibly different impact on the overall 
load signal than a competing brand.

Again, marketers would have a strong 
incentive  to  obtain  such  information  if 
possible – the ability to separate those who 
already use your product from those who 
use a competitor's product (and from those 
who  do  not  currently  use  any  similar 
device)  would  give  an  incredible 
advantage  to  any  company  planning 
targeted  advertising.   On a  more  sinister 
note, a criminal using hacked meter data to 
canvass  an  upscale  neighborhood  could 
conceivably target specific houses for the 
particular devices seen to be in use there.

Once individual loads are identified and 
separated,  a  great  deal  of  information  can  be  gathered  by 
watching their usage over time.  An observer would be able to 
track  which  devices  one  uses  more  frequently than  others, 
deduce  one's  daily  routine  from  which  devices  are  run 
consistently  at  specific  times,  or  infer  other  personal 
characteristics from one's device usage.  Thankfully, the well 
of personal information available in every power signal  has 
not yet been tapped to its full potential – however, with the 
expansion  of  data  introduced  by  Smart  Meters,  it's  only  a 
matter of time before that information is extracted and put to 
use.

IV. CATEGORIZATION OF SAMPLE TECHNIQUES

By way of example, we will examine a few sample cases 
and dissect exactly how personal information is drawn out in 
these  situations.   First  we'll  look  at  some  specific  signal 
characteristics  (discussing what  information  can  be  inferred 
using various roughly defined techniques), and then explore a 
couple  of  real-world  approaches  to  extracting  personal 
information from the power signal and briefly discuss some 
possible defenses against them.

Fig. 3 shows a sample power signal plotted over a 36-hour 
period.  Some inferences may be made simply by eyeballing 
the  data,  without  employing  any  complicated  data-mining 
techniques.   The large  spike  around  9  AM the  first  day is 
easily separated from the surrounding activity, and if one had 
access to the power profiles of a variety of devices, a good 
guess might be made as to the specific appliance creating it. 
From  about  11  AM  to  11  PM,  a  fairly  periodic  signal  is 
apparent,  and  the  sort  of  high  activity  noise  observable  at 
other  times.   This  suggests  that  the  occupant  is  away  or 
inactive during this period, and the activity seen in the power 
signal is created by automated devices.  Finally,  the smaller 
spike occurring at 10 AM both days reveal something of the 
occupant's habits – if the device were identifiable, a great deal 
could be known about the occupant's morning routine.  

These three intrusions are mainly based on change (or lack 
of change) in feature level.  The first uses a change in feature 
level  magnitude  to  separate  a  specific  appliance  from  the 
surrounding activity, isolating it for comparison to known load 
profiles.   The second and third both use the timing of load 
events to make inference: the second uses the density of level 
changes to identify a period of low activity,  while the third 
compares  the  timing  of  similarly  shaped  load  events  to 
discover a revealing pattern.

One  real  world  example  of  personal  intrusion  based  on 
power  signal  is  the  case  of  the  Austin  police  power  signal 
surveillance [6].  Even with the very low granularity of the 
monthly  meter  data  (prohibiting  any  inferences  other  than 
average  feature  magnitude  based  analysis),  residences  with 
higher consumption are identifiable, and could be targeted for 
warranted search.  Since this sort of inference is based on long 
term  signal  trends,  alteration  would  most  likely  require 
supplemental  power  input  in  some  form  (either  an  on-site 
generator,  or  by pulling additional  power from a separately 
metered location).

Finally, the privacy study conducted at Cornell [1] provides 
a striking example of how activity within one's home might be 
tracked  automatically through power  signal  analysis.   Their 
approach  was  driven  by  isolating  load  events  based  on 
changes  in  real  power  level,  and  inferring  the  device  in 
question  from  the  magnitude  of  the  change.   Next,  the 
occupants' behavior was inferred (for the most part reliably) 
from the  timing  of  the  device  usage.   Since  this  approach 
looks  at  both  the  magnitude  and  timing  of  level  changes, 
defending against it would require the alteration of one or both 
of these aspects of the power signal.  

One  way  in  which  one  might  hamper  this  sort  of 
surveillance is by attaching some form of fast response energy 
storage between the breaker and the meter, drawing in power 
from the grid during periods of low activity and releasing that 
power during periods of high activity.  This would effectively 
alter  the  spikes  and  troughs  of  the  signal  before  they  are 
measured.  While this does not change the overall power draw 
by the load,  it  does  allow for  the elimination of  externally 

Fig 3: Examples of revealing data embedded in power consumption data[11]
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observable  load  events  in  the  signal  which  would  let  an 
outside  party  recognize  the  use  of  any  given  device  in 
particular.  In this way, the identifiable power signature of any 
given device would be eliminated without interfering with its 
normal operation.

V. FUTURE WORK

Breaking down the ways in which personal information can 
be inferred from one's power signal is only the first step in 
preventing such intrusions.  Specific means of modifying the 
externally visible power signal to partially dissociate it from 
the actual power characteristics of the loads behind it must be 
developed, based on obscuring/distorting those aspects of the 
signal which give away personal information.  

As  NILM  techniques  are  being  improved  and  refined, 
relatively little energy is being put into the other side of the 
privacy arms race.   The decades-old question of  the proper 
ethical  usage  of  power  data  looms  larger  than  ever,  yet 
currently proposed approaches to privacy protection assume 
that the personal data remain intact within the power signal.  If 
that  assumption  were  discarded,  we  might  develop  a  real 
solution to the problem.  NILM techniques could be put to 
good use within a home, office, or other facility without fear 
of  those  same  techniques  being  profitably  or  harmfully 
misapplied by an external entity.
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