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Abstract

Modern computer communication technologies make
it possible to create very flexible Data delivery
service (DDS) design that can efficiently meet the
quality-of-service needs of a wide variety of power
system control and monitoring applications, some
which  only  become  possible  with  better
communications. One aspect of the smart grid is that
multiple applications will use data from each
location. Furthermore, the use of the data for
important power grid control functions requires each
message's source be authenticated, leading to the
need for multicast message authentication. All known
multicast message authentication approaches carry
trade-offs between quality-of-service (QoS) aspects
such as added latency, computational cost, and the
precise authentication guarantees they afford. This
paper surveys several multicast authentication
approaches for use in a power grid DDS based on an
experimental evaluation of their latency and
computational costs and an assessment of the
appropriateness of their authentication guarantees
for use in power grid applications.

1. Introduction

Data delivery services (DDS) are now being
designed to support the 21st century smart grid.
Modern computer communication technologies make
it possible to create very flexible DDS design that can
efficiently meet the quality-of-service needs of a
wide variety of power system control and monitoring
applications, both those of today and those which will
only become possible with better communications
[1]. One aspect of the smart grid is that multiple
applications will use data from each location.
Furthermore, the use of the data for important power
grid control functions requires that each message's
source be authenticated, leading to the need for
multicast message authentication (or data origin
authentication). All known multicast message
authentication approaches carry trade-offs between
quality-of-service (QoS) aspects such as added

latency, computational cost, and the precise
authentication guarantees that they afford [2]. This
paper surveys several multicast authentication
approaches for use in a power grid DDS based on an
experimental evaluation of their latency and
computational costs and an assessment of the
appropriateness of their authentication guarantees for
use in power grid applications.

The evaluated approaches include those based on
public-key cryptography, on symmetric key
cryptography and hashing, on timed release of
authentication keys (e.g. TESLA [3]) and those that
mix the two approaches [e.g. Time-valid One Time
Signatures [4]). We also consider the interactions
between DDS system design decisions and
authentication design decisions.

2. Related Work

Fuloria et al. address the problem of securing
communications within electric utility substations
[5]. This topic is also the subject of the IEC 62351-6
standard. Fuloria concludes that the draft standard’s
requirement to use public-key based authentication
for messages inside the substation is unnecessary and
impractical if not impossible. The main barrier is the
computational cost associated with public key
methods even with the assistance of expensive, hard-
to-integrate at scale, hardware support. In a later
work some of the same authors address the key
management issues associated with using various
message authentication techniques in substations and
again conclude that public-key based methods are
more costly than other available approaches for little
to no practical increase of security.

Challal et al. provides a comprehensive taxonomy
and overview of multicast data origin authentication
techniques, along with their strengths and weaknesses
[2]. He et al. provides a briefer survey [6]. These
works are not specialized for the needs of the power
grid, but provide much initial guidance.



Complementing the above work, we consider the
data origin authentication needs for multicast in the
wide area control and monitoring systems that will
deliver the benefits of the smart grid.

3. Overview of Real-Time Multicast and
Security

Increasing numbers of so-called intelligent
electronic devices are being deployed throughout
transmission and distribution levels of electric grids.
These devices, which measure and report on the grid
at high rates and with global time synchronization are
a key enabler for the emerging smart vision. Using
these data effectively to improve the reliability and
efficiency of the grid requires that the data be made
available to monitoring and control applications. So a
second key smart grid enabler is creation of a data
delivery service (DDS) for securely moving data
from where it is produced to where it is needed.
Proposed (and existing) applications for the data
demonstrate that the DDS must be able to deliver
data from any given source to multiple destinations.
Thus logical multicast—the ability to send each
measurement to  multiple  recipients—is a
fundamental requirement [1]. While the requirement
might be met by sending the measurement separately
to each recipient, implementing a multicast publish-
subscribe framework within the DDS offers many
opportunities for efficiency and simplification. In the
following discussion therefore we assume that a
multicast mechanism is part of the DDS, though we
emphasize again that the need for multicast message
authentication arises from the application space,
which inherently requires l:many communication,
and not because a multicast mechanism is
implemented in the DDS.

3.1. Requirements for Highly Available Real
Time Multicast

Electric power grids require a vast array of
operational data to provide efficient power delivery
and to help avoid blackouts. The diversity of the
different kinds of data and the power applications
using them has increased recently with the advent of
synchrophasors, and this tread is expected to continue
and possibly increase. Additionally, today a relatively
small (but quickly growing) fraction of overall traffic
is used with a computer in the loop. The vast majority
of data are used with a human in the loop, namely as
input for visualization tools for operators. However,
this too is changing. It is widely agreed that power
grids today in the industrial world are getting more

stressed each year for a variety of reasons including
lack of new transmission lines to keep up with the
growth of load and generation, retiring operators,
integrating renewable energy sources which have
power characteristics and interactions that are not
well understood, and other factors. These stressors
are all forces driving the use of even more sensor
data being used with a wider array of power
applications, geographic scopes, patterns of sharing
data, etc.

Some of these operational data are condition-
based, for example triggered by an abnormal
condition or other thresholds being crossed by sensor
data. However, the majority of today’s operational
data, and the vast majority of newly added and
emerging operational data, is rate-based, namely the
periodic delivery of remote sensor data [1]. In our
analysis here we focus on rate-based operational data,
which is increasingly being delivered via publish-
subscribe or other multicast mechanisms. We also are
only describing data that is flowing outside the scope
of a single substation, not within only one substation.

Rate-based operational data has very challenging
data delivery requirements [1], which require great
care to implement [7]. Key requirements include the
following:

Latency: latencies required can be as low as 5

msec to several seconds or longer.

Rate: Rates can be as low as once per second or
minute, and as high as 720 Hz. Higher rates
are thinkable; for example, the FNET
frequency recording device internally samples
and then computes frequencies at 1440 Hz [8].

Availability: The most critical data require
99.9999% availability while the least critical
require only 99% [9]

We also note that such delivery requirements
must be met over a range of geographic areas (up to
an entire power grid, which can be in the
neighborhood of half a continent), and for millions of
data streams, each with multiple subscribers which
can have different delivery requirements (for the
same sensor data stream) which must be met [1].
Additionally, these delivery requirements must be
met for each update for each subscriber, not over
wider periods of time and sets of subscribers or
sensor streams.

3.2. Multicast Security Issues for Wide-area
Power Grid Applications

The variety of functional and quality-of-service
DDS requirements for smart grid applications,
described in the previous section, leads naturally to a
variety of requirements for message origin



authentication. Because the DDS is intended to
support a wide variety of applications, and because to
be economical and effective security mechanisms
must be matched to the threat, it is apparent that
different applications may well require different
approaches to security, and specifically to message
authentication, especially when the capabilities of the
different authentication schemes are considered.

As in other domains, the security considerations
revolve around confidentiality, integrity (including
authentication), and availability, but in the power grid
the additional considerations of added latency,
computational cost, and increased message size are
also very important. In many cases, confidentiality is
of far less concern than the other two: the ability to
see the content of messages is of far less value to an
attacker than the ability to insert false messages or
prevent or delay delivery of legitimate messages.

Using mechanisms that rely on cryptography for
any of these purposes introduces system-level issues
about key management and trust [10], [11]. At best,
cryptographic authentication primitives securely
associate a message with an encryption key. Whether
the recipient can trust that the key is correctly bound
to a particular sender and still only available to that
sender depends on overall systems-level
characteristics that go far beyond formal
cryptographic underpinnings.

In summary, data delivery for the power grid
requires authentication methods that can meet a
variety of security and  quality-of-service
requirements. Not every combination of requirements
can be feasibly met. The choice of an authentication
mechanism may well have to compromise on some
requirements. At the same time, system-level design
choices and operational considerations may well
mean that the theoretically strongest mechanisms in
practice provide little or no benefit over theoretically
weaker but less costly approaches.

4. Descriptions of the Protocols

There are a variety of approaches to multicast
message authentication in the literature. The ones that
we survey use different cryptographic underpinnings
to achieve different results in performance and
security. We now describe them in turn.

4.1. Message Authentication Codes using
Shared Keys

Block-mode ciphers, such as AES [12], and
cryptographic hash functions, such as the SHA
family [13] used with shared symmetric keys can

each form the basis of a message authentication code
(MAC). The techniques are well-researched and exist
in standardized forms: HMAC [14] is based on hash
functions and CMAC [15] is based on block-mode
ciphers.

Because both AES encryption and SHA hashing
are fast functions to compute (on modern 32-bit
microprocessors a few microseconds per kilobyte of
encrypted/hashed message) they are widely used for
uni-cast applications where latency and computation
time are matters of concern. Because the key is
shared between the publisher and the subscriber these
keyed MACs do not provide non-repudiation—it is
obvious that the subscriber can create a message and
MAC that is indistinguishable from the same
message and MAC sent by the publisher).

In multicast applications, however, the keyed
MAC approach suffers: if the key is shared between
the publisher and all of the subscribers then any of
the subscribers can send authenticated messages as if
they were the publisher. If on the other hand a
different key is used for each subscriber then the
publisher incurs O(number-of-subscribers)
computation cost and message sizes increase
similarly, negating some of the benefit of using a
multicast transport mechanism. (Recall that the issue
is fundamentally about multiple recipients of the
same message contents, regardless of whether those
contents are delivered by a unicast or multicast
transport mechanism.)

4.2. Public-key based techniques: RSA and
DSA

The basic principles of public-key techniques are
thoroughly covered in many texts (e.g. [16]) and the
readers are assumed familiar with them. The
attraction of the public-key-based techniques is that
they  inherently  prevent  subscribers  from
masquerading as the publisher.

These and other public-key techniques are the
only ones that provide non-repudiation. It is clear that
non-repudiation is at least arguably of more value in
the wide-area system than in a single substation (a
question addressed in [5] where the authors observe
that non-repudiation is unnecessary in a substation
under the control of a single entity).

On the other hand these public-key techniques
come at extreme cost in added latency and
computational requirements. Our own measurements
as well as those of others (e.g. [5]) find that
implementations of RSA and DSA on stock
multiprocessors require on aggregate tens of
milliseconds for signing and verification. Using these
public-key techniques therefore adds substantial



latency to message delivery (a message is considered
to be deliverable only after authentication is
complete). Moreover, the cost is in the form of active
computation rather than simply waiting for sufficient
time to pass (as in TESLA, below) so using these
algorithms on low-powered processors or processors
that are already taxed to provide their intended
functionality is quite problematic. Some have
proposed using special-purpose cryptographic co-
processors to improve the latency associated with
these protocols, but we find little reason to disagree
with the conclusion reached in [5] that the co-
processor approach is likely to be excessively
expensive both for the hardware itself and for the
systems integration engineering required to use it,
difficult to manage over the long lifetime of power
grid equipment, and in general not a feasible solution.

4.5. Timed Efficient Stream Loss-Tolerant
Authentication (TESLA)

The basic idea behind the Timed Efficient Stream
Loss-Tolerant Authentication (TESLA) technique [3]
is that the publisher signs each message with a key
that it reveals only after every subscriber should have
received the message. Time synchronization between
publisher and subscribers along with timestamps in
the messages allow subscribers to determine whether
the key was published after they received the
message. If so, and the signature is verified
successfully, the message could only have come from
the publisher.

TESLA’s signing keys are elements of a one-way
hash chain generated by a publicly known function
and used in reverse order of generation, as in the
S/Key protocol [17]. Such chains can be generated at
low computational cost. Each later-arriving key at a
subscriber should be a predecessor of an earlier-
arriving key in the hash chain. Therefore a subscriber
can check that the later key belongs to the publisher
by applying the hash function to it, possibly multiple
times, to see if an earlier-received (and checked) key
results. If so the key (and all of the iterated hashes of
it) can be used to check the signatures of earlier-
arriving messages.

Note that TESLA burdens subscribers with
buffering messages from the time they arrive until the
time that a key arrives that can be used to
authenticate them and that for all subscribers this
interval is at least the delivery latency to the
subscriber most distant from the publisher. Thus,
although TESLA is computationally fast, it adds
significant latency to the time to authenticate every
message.

TESLA prevents subscribers (even in collusion)
from masquerading as the publisher provided that
time synchronization between nodes remains within
the designed-for tolerance. Attacks on TESLA-based
authentication might be mounted through attacking
the  time-synchronization  service  (allowing
masquerading) or by delaying messages for too long
resulting in denial-of-service.

Power-grid sensing technologies such as PMUs
are moving to wusing GPS-based clocks for
timestamping measurements [17], [18], [19], [20],
[21], [22]. Thus, it is a reasonable assumption that
very good clock synchronization (within a
millisecond) will be available to components of the
data delivery service. Furthermore, disruption of this
time-synchronization will potentially have much
greater effects on the value of the measurements
themselves than on the ability to authenticate the
measurements.

4.6. Time-Valid One Time Signatures (TV-
OTYS)

The Time-Valid One Time Signature (TV-OTS)
technique exploits research on public-key signatures
with the interesting property that using the private
key to sign a message reveals something about the
private key [4]. If too many messages are signed with
the key, or if too long elapses between signing with
the key and verification of the signature, an intruder
may be able to determine the key and forge
messages. The authors observe that the underlying
one-time signature scheme that they use is strong
enough that under very conservative assumptions
about the ratio between the computational resources
available to the signer and an attacker it is safe to use
the one-time key to sign several times over a limited
period of time. (Where several and limited period
depend on parameters derived from the assumptions.)
As with TESLA, time synchronization between the
publisher and subscribers is required, although TV-
OTS is tolerant of much looser synchronization with
little impact on performance.

TV-OTS also exploits hash chaining to extend the
lifetime of the “one-time” keys but as with TESLA
these chains are necessarily finite so periodic
generation and dissemination of new public keys is
required. The authors suggest that by appropriately
balancing the chaining and security parameters of the
system it would be reasonable to authenticate a
power grid publisher’s messages for about an hour
using one key pair. The biggest drawback of TV-OTS
is that generating key pairs is computationally
expensive requiring several minutes of computation.
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Table 1: Theoretical Performance of Authentication Protocols

How and whether this might be securely off-loaded
from the publisher is not clear at this time.

Apart from the computation needed for key pair
generation and the overall implementation
complexity TV-OTS is an attractive choice: both
signing and verification are computationally fast and
no additional latency is incurred waiting for keys to
be revealed.

5. Assessment of Protocol Performance
and Effectiveness for Power Applications

In choosing multicast authentication schemes for
power grid applications the actual latency and
computation times required have to be assessed in
light of the applications’ requirements. To help
provide guidance to designers, we have conducted
the assessment both in parameterized, symbolic form,
both extending and condensing results of Challal et
al. [2], and in absolute form to gain a sense of the
magnitudes of the available performance. Table 1
expresses the computation time, message overhead,
and buffering requirements associated with the
various protocols in terms of more primitive, but still
high-level, operations such as cryptographic hashing
or symmetric encryption.

Table 2 reports our measurements of computation
time associated with various authentication
techniques. Recall that the computation time is
important both because of its contribution to latency

and because it uses computational resources that may
be needed for other purposes. These measurements
were made using cryptographic functions from the
Java SE Runtime Environment running on the Java
HotSpot 64-bit server VM from Java version
1.6.0 26, an AMD Phenom II X4 920 processor with
a 2.8GHz clock, and Ubuntu Linux version 10.10.
Obviously, computational performance varies greatly
depending on platform but these data provide an
initial, order-of-magnitude, starting point for
selecting authentication techniques for different
applications.

Algorithm/ Pub. Sub. Total

Protocol ms ms ms)
AES (128 bit) 0.04 0.03 0.07
SHA-256 0.01 0.01 0.02
RSA (2048 bit) 59.00 2.04 61.04
DSA (1024 bit) 5.10 9.80 14.90
TV-OTS 0.04 1.42 1.46
TESLA 0.03 0.03 0.06

Table 2: Computational Costs for Different
Algorithms at Publisher and Subscriber Nodes

Figure 1 represents the combination of
computational cost and network latency to give
starting-point estimates for the overall latency of
different techniques.
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Figure 1: Performance Results of Different Multicast Authentication Algorithms

6. System Context

We have shown that different message
authentication techniques have different performance
and security properties that must be taken into
account along with an application’s security
requirements in choosing the technique to use.
Aspects of the system context in which the
application is embedded are also important
influences. As an example, consider the GridStat
DDS [1], [23] depicted in Figure 2. GridStat provides
a rate-filtered publish-subscribe interface to power
grid sensor data, as an overlay network using, for

example, an IP network as the lower-level
networking layer. Amongst other mechanisms, the
GridStat implementation includes capabilities for
multicast and for inserting security modules in the
data path between publishers and subscribers, namely
in their GridStat-provided proxy code [24], [25].
GridStat multicast trees are single source and
change only under the control of a separate
management plane. It is therefore easy, without using
any cryptographic mechanism at all, to ensure that
messages claiming to belong to a particular
publication can only traverse specific links and in a
particular  direction. This means that forged
messages, to have any effect, must be injected into
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QoS Meta-Data (QMD) _: ' Control T QoS Requirements (QR)
£ H SO TR A
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Figure 2: Architecture and System Model of GridStat




the tree on a valid link. Furthermore, attempts to
insert messages at an inappropriate location should
trigger an intrusion response, given that GridStat’s
forwarding engines (FE) know all traffic (including
rates) that is authorized to flow through it. This raises
the barrier to injection of forged messages even for
techniques that don’t protect against that
cryptographically.

GridStat provides another example of how the
encompassing system influences the choice of
authentication mechanisms. Some message stream
authentication mechanisms cannot cope with missing
messages: missing a message prevents authentication
of later messages. Two different design decisions in
GridStat interact with this aspect of message
authentication. First, GridStat does not provide
guaranteed message delivery, preferring mechanisms
such as redundant, disjoint trees to increase the
probability of successful message delivery in what is
fundamentally a best-effort setting. The motivation is
that it is better to timely deliver the next measurement
than to spend resources (for example to use
acks/nacks) to deliver the previous measurement late.
This proactive sending of messages in parallel,
coupled with enforcement of a complete admission
control perimeter, can provide extremely high
availability while still supporting extremely low
latencies [1]. Second, GridStat rate filtering is
specifically designed not to deliver messages to
subscribers at rates higher than are useful to them
(this is a subscription parameter). Thus, some
subscribers, by design, do not receive some fraction
of the published messages.

7. Recommendations and Conclusions

Our research has shown that the variety of
contexts in which multicast message authentication is
required, especially the different combinations of
latency and security needs, argues against any
imposition through standards or regulations of a
single authentication approach. In particular, we find
that in the wide area, as Fuloria et al. found within
substations, that public-key based message
authentication is too costly for too little benefit for
almost all use cases. Indeed, they increase end-to-end
delivery latencies to rule out some of the very fast
applications such as Line Current Differential
Protection [26] and the faster of system integrity
protection schemes [19].

Simple techniques based on cryptographic hashes
or symmetric key cryptography are fast but are
susceptible to key disclosure by a single recipient
leading to the possibility of forged messages. System

policies about where messages can be physically
introduced may reduce the possibility of such attacks.

Timed key release protocols like TESLA provide
better security while keeping computational cost low
but also suffer from increased message delivery
latency. TV-OTS has both low latency and low per-
message computational cost but periodically requires
a costly one-time-key generation.

Given the above, we believe that a power grid
DDS needs to provide the ability to accommodate
different message authentication protocols for
different applications and data origins. That is,
providing “one size fits all” authentication would be
inappropriate for today’s and tomorrow’s power
grids.
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