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1.1 Introduction

There is a growing communication and computation infrastructure in support

of the transfer of electrical energy in both the High Voltage (HV) transmission

network, as well as in the Medium and Low Voltage (MV/LV) distribution side.

Rather than passively witnessing this trend, research efforts are on the way to

study systematically how information architectures can renew and advance power

systems. They go under the umbrella of Smart Grid.

To advance this field, it is useful to understand why and in what form this

information infrastructure has come about in the first place, and what challenges

are intrinsic in the network design problem. Then, we can start questioning if

new information networks can be be a game changer in the energy sector, and can

contribute, in more fundamental ways, to advance power delivery systems. Can

cheap information bits and computation flops make greener and cheaper Joules

flow in the system? This is the question. Some argue that a positive answer

may amount to no less than ensuring prosperity for our species [1]. Clearly,

the attention on bits and flops cannot replace other parallel investigations. But

this research deserves some of the spotlight, along with carbon capture, nuclear

fusion and other similarly motivated scientific quests centered around sustainable

electrical energy systems.

The aim of this chapter is to envision what possible evolution of the power

grid cyber-physical system can address the important issue of scaling up the

generation capacity of the system, while relying increasingly on green energy

and increasing the transmission efficiency. What bits and flops can help with is

in turning up-side down the notion that finding reliable generation sources is

the key to advert future energy crises. Rather, we argue that intelligence and

information can be used in real time to provide the service electricity is used for,

without having a tight grip on the generation.

We start by describing (in Section 1.2) the functions of the information network

that support power systems today, and how evolutionary advances in the cyber-

infrastructure of the grid can improve these functions. In Sections 1.3 and 1.4

we discuss the ways in which information technology can determine a significant

expansion of our reliance on green energy, at an advantageous economic cost.
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1.2 Information in today’s power system management operations

Initially, power transmission was divided between several providers, each relying

on their own generation plants to serve their customers. It was soon recognized

that interconnecting the systems could provide higher profitability, thanks to

the access to a wider pool of resources and reserves. The electric system was

therefore gradually transformed into large interconnected grids we know today.

This transformation introduced redundancy in case of equipment failure or unex-

pected demand fluctuations, but it also increasingly required to pool together

information to manage the system.

Since their inception in power systems, communication networks have been

closely tied to two needs: 1) that of monitoring the safe operation of the grid

and logistics of the power delivery, and 2) that of gathering information needed

to operate optimally the generation capacity and, later on, the energy market.

In the next two sections (Section 1.2.1 and 1.2.2) we describe how information

is used to manage the network today.

To give an idea of the distance the information must travel, it suffices to think

that the power grid in the US, for example, is divided in three synchronous

transmission systems (often referred to as transmission pools): Eastern and West-

ern Interconnect, and Texas. With today’s information network infrastructure,

updates can take place in the matter of minutes but are not in real time. They

are in most cases sufficient to exert global control of the power flow, through a

constant correction of the operating point, to match closely generation and load.

Fast feedback control in the power grid today is fragmented in local control func-

tions, based on local real time sensor measurements. The existing controls are

discussed in Section 1.2.4, after we give an overview of the mathematical models

for power system controls in Section 1.2.3.

We conclude the discussion on today’s system in Section 1.2.5, outlining the

opportunities and challenges faced in advancing networked controls in general.

1.2.1 The management operations in today’s power systems

Power outages have devastating economic consequences [2]. Recognizing the pri-

ority of maintaining the system stability, there has been considerable cross-

pollination between control theory and power systems theory over the years.

The stability of the power grid depends primarily on matching closely the

load by adjusting the generation supply, under the congestion constraints of the

grid. If the system is balanced and the generators are synchronized, the system

is stable. Apart from the continuous redispatch of power, an automatic global

control in the network is the regional frequency control, sometimes known as

Automatic Generation Control (AGC). Another one is the secondary regional

voltage control that is, for example, performed in the European power grid.

None of these controls occurs in real-time (i.e. in seconds).
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In this section we summarize the established framework to maintain secure

operations in the grid through state information [3, 4]. The idea is to group

states into four classes, shown in Fig. 1 (a), that define the type of actions that

are applicable in that specific class of states. As shown, it is via the application

of control actions that the system remains in or is restored to a secure normal

state. The Energy Management System awareness mechanism is formally the

State Estimator module. In fact, the management of such control decisions is

configured as shown in detail in Fig. 1 (b), where three blocks are highlighted in

red. The more accurate and timely is the situation awareness, the more effective
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Figure 1.1 Models of the cyber-physical infrastructure: (a) Power system operating
states; (b) Energy Management System configuration.

is the preventive action that can ensure the persistence of the normal operating

state. As further shown in Fig. 1 (b), the ability to perform preventive action

depends also critically on the security assessment and on the ability to forecast

the load. The basic control mechanism exerted is the re-dispatch of power. In

fact, load forecasting allows computing the optimal economic power dispatch,

generally every 5 minutes to an hour, referred to as the Optimal Power Flow

(OPF) [5] if the system is in a secure state. A security-constrained dispatch

(SCOPF) [6] is used when the network is classified to be in the set of scenarios

that are included in the insecure normal state. The control involves other physical

control actions, including preventive, emergency or restorative procedures as well.

The key operation remains balancing demand and supply, however a variety

of controls are present throughout the infrastructure, primarily switches but

also other type of soft controls that can be remotely activated. As we already

mentioned, the information about the system state that operators and automatic

controls act upon today is not in real-time. The design of the information network

follows the so called Supervisory Control and Data Acquisition (SCADA) model,

reviewed next.

1.2.2 Supervisory Control and Data Acquisition (SCADA)

In addition to establishing the hybrid control framework discussed previously

in Section 1.2.1 Power Engineering research has bundled its essential cyber
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Figure 1.2 SCADA model

infrastructure, for grid monitoring and control, under the Sensory Control and

Data Acquisition (SCADA) model. Multiple SCADA systems are today deployed

within control centers, at plants, and even at a substation. They are used for

tasks such as switching on generators, controlling generator output, and switch-

ing in or out system elements for maintenance. Over the years, needs were iden-

tified, techniques were developed, device and sensors were invented, interfaces

and standards were defined.

A SCADA system (see Fig. 1.2) usually comprises the following components: a

Human-Machine Interface (HMI), a supervisory SCADA Master server, a set of

Remote Terminal Units (RTUs) and/or Programmable Logic Controller, sets of

Intelligent Electronic Devices (IEDs) and, last but not least, the communication

network infrastructure, connecting the supervisory Master and the RTUs and

the RTUs and IEDs.

A SCADA HMI at a central control facility typically presents system wide

data on all generators and substations in the system every 2 to 10 seconds. In

the transmission network, SCADA systems include a sensor network of IEDs,

where sensor measurements are relayed to the RTUs and from the RTUs to

the SCADA server, often using dedicated phone lines or Ethernet connections.

The IEDs usually are various types of microprocessor-based controllers of power

system equipment, such as circuit breakers, transformers, and capacitor banks.

The commendable activity in defining and producing cyber-physical equipment

has, unfortunately, been quite insular. In SCADA, and more generally in hybrid

systems control, the adoption of computer and networking hardware has been

considered a system engineering problem, and often overly simplistic assump-

tions about computer networks were made in the design integration process.

Communication links and networks are treated as secure and perfect bit pipes,

with some intrinsic delays that are physical features of the systems rather than

results of the traffic conditions and the way the communications are managed.
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If the grid is in a stable state and if synchronized measurements are only used

for system visualization, then the communication latency of today’s SCADA

system is not critical, since it is sufficient to update operator displays every

few seconds. However, if the grid experiences contingencies, security or oscilla-

tion monitoring, or prediction algorithms assessing whether the power system

is moving into an unstable state, cannot lead to meaningful control actions at

the pace information is delivered in SCADA systems today. The way failures

are adverted today, is by setting wide margins, and by using redundancy that

allows local controls to isolate individual parts, activating a redundant path on

standby.

Today’s SCADA model leaves a great deal of control to the human operator

in the loop. This means that control actions based on global state information

are relatively slow, which forces to use transmission equipment inefficiently. As

our electrical energy needs grow, the current trend of using inefficiently the

transmission resources is not sustainable.

Recently, we also have become increasingly aware of the significant threats of

computer attacks to SCADA units, causing significant disruptions to power sys-

tems [7]. This is why it is now of paramount importance to understand what are

the right models for cyber-physical security, and how they differ from standard

network security problems.

1.2.3 Basic models for power system controls

The dynamical characteristics of power grids may range widely from very fast

to very slow. A large number of controllers have been developed over time to

deal with different phenomena in order to enable stable operation and improve

system efficiency. The evolution of power grid controls depends on several fac-

tors, such as the availability of new power electronics equipment and hardware,

improved communications and computations devices, as well as advances in con-

trol theory. The so called fast or primary controls (whose response time ranges

from milliseconds to a few minutes) depress transient disturbances in the power

grid, through protective relays and primary frequency or voltage controls. Other

controls are much slower (from minutes to hours), and consist of regional or

system-wide operational adjustments or planning; examples are the secondary

voltage controls or the balancing of the slowly changing system load, by adjusting

generation levels (the OPF or SOPF discussed in Section 1.2.1).

Some controllers are discrete, such as the protective relays, the on-line tap-

changers (OLTC), and the switching of capacitor/reactor banks. Others are con-

tinuous such as power system stabilizers (PSS), and voltage controllers and gen-

eration control.

Existing power grid controls are based on the following two models: steady-

state and dynamic-state models.
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1. The steady-state model: The power grid is said to be in a steady state

if the system power is balanced and all the rotating generators rotate syn-

chronously at the same frequency of f0 = 60 or 50 Hz. The steady-state oper-

ation of a power grid can be captured by a set of power flow equations [8].

The voltage on the mains is a narrow bandpass signal, whose power spec-

trum is centered around f0. The complex phasor vectors of the bus voltages,

V = V∠θv, and the current injections I = I ∠θI are vectors listing the com-

plex envelopes of the actual bandpass voltage vector v(t) and injected cur-

rent vector i(t) respectively, around f0. In the NB regime the power network

dynamics are coupled by the algebraic equation

Y V = I, (1.1)

where Y is the matrix of network admittances at frequency equal to f0, which

is defined not only by the connecting topology but also its electrical parame-

ters. And the network power flow equation is

S = g(V ) = V ◦ I∗ = V ◦ (Y V )∗, (1.2)

where ◦ means element-wise multiplication and (·)∗ indicates complex con-

jugation. S = P + jQ is the vector of injected complex power with P =

Re(V ◦ I∗) = VI cos(θV − θI) and Q = Im(V ◦ I∗) = VI sin(θV − θI), where P

is the real power or active power, which is equal to the DC component of the

instantaneous power p(t) = v(t)i(t); whereas Q is the reactive power which

corresponds to the 2f0 sinusoid component in p(t) with zero average and

magnitude Q.

A set of basic constraints needs to be satisfied for enforcing stability in the

power grid: (a) the network power flow must be balanced; (b) the input power

for generation or loads adjustment or power injects from other kinds of sources

must have strict operational ranges; (c) voltage must take acceptable levels;

(d) line thermal limits must be enforced, i.e. line current should keep its

magnitude below a specified limit; (e) stability condition must be satisfied,

i.e., the Jacobian matrix J(V ) = [ ∂P∂θV
∂P
∂V ; ∂Q

∂θV

∂Q
∂V ] of the network power flow

equations must have negative real parts which keep a safe distance from zero.

Power system planning, steady-state analysis, and market operation are usu-

ally based on the steady-state model of (1.2) with various optimization objec-

tives and/or additional operating constraints. Due to the non-linearity of the

model and the large problem size related with a large interconnect grid, some-

times a linearized DC approximation is used instead. It is also a typical prac-

tice to reduce the network size by taking equivalency approximation for the

outside areas except the concerned part of the grid or to divide the whole

system into a number of smaller-size subnetworks and solve the problem in

an iterative algorithm.

2. The Dynamic model: Any power imbalance in the system caused by dis-

turbances, such as varying loads or random contingencies in the transmission

network, tends to perturb the dynamic equilibrium of the generators. Rela-
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tively small changes, compared to the inertia of the total rotational mass of

all the machines, can be continually corrected to keep the system close to

synchronism. Large disturbances, like a short circuit on an important trans-

mission line or the loss of a significant generator or load, however, may cause

some generation machines to deviate from the rated frequency and become

unstable [9]. These changes need to be isolated and compensated in time in

order to protect devices, prevent disturbance-propagation, and avoid cascad-

ing failures or even large interruption of power supply.

The dynamics of a rotating machine (inside a generator) can be represented

in the simplest 2nd-order differential equation as below [8]

Mω̇ +Dδ̇ = Pm − Pe, (1.3)

where δ represents the deviation of the shaft rotational angle from synchro-

nism, ω = δ̇ is the deviation from synchronous speed 2πf0, M is the rotational

inertia and D the damping coefficient. The difference between the mechani-

cal and electrical powers Pm (infused from outside energy conversion) and Pe
(injected to the power grid network) is called the accelerating power which

tends to drive the generator shaft away from its steady-state synchronism.

Equation (1.3) can be expanded to include higher order terms capturing the

dynamics of the machine’s excitation system, the power system stabilizer

(PSS), etc. Thus, a generalized dynamic model for the whole grid can be

written as a set of differential and algebraic equations (DAE model):

Ẋ = f(X,V, S;Y ) (1.4)

S = g(V ;Y ). (1.5)

X is the vector of dynamic states which includes the generator shaft

angle, rotation speed, terminal voltage and/or other internal variables of the

machine, exciter, and governor. (1.4) indicates that the dynamic behavior of

X depends on f(X,V, S;Y ), a function of X, the network states V , and the

electric power injections S from the generation and loads; and also related

with the network conditions Y . It is clear that the number of differential

equations scales by the total number of generators while the number of alge-

braic equations scales by the total number of buses in a grid. Therefore a

large interconnected power system may typically be represented by several

hundred differential and several thousand algebraic equations[9]. This large

problem size brings significant challenges in the design of dynamic controls

for power grid. Hence it is not surprising that most fast controls in today’s

power grids are near-sighted, and are local controls based on approximations

of the network model.
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1.2.4 Existing Power Grid Controls

Various controls have been developed over time to enable stable operations and

improve system reliability and efficiency. Below we give a brief overview of exist-

ing power grid controls.

1. Power System Protection [10] - Power grids implement many types of

protection technologies from wire fuses to the microprocessor based relays, to

protect the system from damage by sensing and isolating short-circuit faults. A

short circuit fault is detected by a sudden decrease (or increase) in the voltage

(or current) at the locale of the faulted equipment which is thus identified and

isolated by the circuit breakers. Power system protection can be viewed as a

fast method of control since it operates quickly, often in tens of milliseconds.

Modern protective systems usually comprise five component: current/voltage

transformers for measurement; protective relays for control; circuit breakers

to open/close the circuits; batteries to provide power in case of disconnection;

and communication channels to allow remote data analysis and remote circuit

tripping.

2. Frequency Control [9] - Power system frequency is directly affected by

the power balancing between loads and generation. Primary-level frequency

control is fast and local at the generator. It is implemented on the governor

which senses the shaft rotation speed deviation and adjusts the mechani-

cal input power accordingly. A secondary frequency control, also known as

Automatic Generation Control (AGC) or Load Frequency Control (LFC), is

implemented by the central controller to set the governor set points in order

to ensure system-wide power balance and delivery efficiency. In a wider defini-

tion, market operation in a deregulated grid can be viewed as a system-wide

frequency control since its task is balancing the generation and load requests

based on the bids from both suppliers and buyers to achieve an optimal eco-

nomic dispatch while keeping the whole system to be stable and efficient.

3. Voltage Control [11] - Voltage control in an AC transmission network is

closely related with the reactive power compensation. There are a number

of ways to undertake voltage control in a grid: excitation adjustment of gen-

erators, tap changing of transformers (OLTC), manually or automatically-

switched shunt capacitors or reactors, etc. Power electronic control devices

such as static var controllers (SVC) have been more recently introduced to

provide more continuous and fast-acting reactive power to handle dynamic

voltage swings on high-voltage electricity transmission networks. Voltage con-

trol is mostly a local control since reactive power can not be transferred over a

long distance. In some European countries, coordinated voltage controls have

been implemented to control the reactive power compensation over an area

and some research efforts and experiments have been made to introduce area

voltage controls in the North American systems [9].

4. Transmission Power Flow Control [9] - Compared with the frequency

and voltage controls, the flow control on transmission lines in a grid is much
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weaker. Although complete flow control of every transmission line in a sys-

tem is not feasible nor desirable, flow controls on some important lines have

always been necessary in order to gain a better control of flow transfers and to

avoid overload. This is especially true when it comes to power market opera-

tions where the transactions between buyers and sellers need to be monitored

and adjusted as scheduled. A more traditional type is through a phase shift-

ing transformer that allows to control the power flow across itself, by direct

manipulation of the phase angle, using taps. The control is local, discrete and

slow. Phase shifter transformers have been used, especially on the Eastern

interconnection in North America. High-voltage DC (HVDC) lines [13] have

been implemented in the transmission network for their advantages of lower

long-distance transmission loss, enhanced system stability, and allowing power

transfer between unsynchronized systems. Flow over DC transmission lines is

always controlled and the control is very fast. Flexible AC Transmission Sys-

tems (FACTS), a modern type of flow control of power electronics and other

equipment, control one or more AC transmission system parameters, to adjust

the power transfer capability of the network [12, 13]. Distributed FACTS

devices are smaller in size and less expensive than traditional FACTS devices

and may be better candidates for wide scale deployment [14, 15, 16, 17].

As mentioned before, most fast controls are local, which means the control loops

are confined within the same locale (substation). Unfortunately, most dynamic

phenomena in the power system have regional or sometimes even system-wide

impact [9]. As a result, handling system-wide stability with local controllers is

the constant struggle for designers of power system controls. As we will discuss

in the next section, the enhanced measuring functionality in Smart Grid will

alleviate this dilemma. However, in order to achieve an effective design of fast

global controls, one also need to take into account several critical factors: 1)

accurate system models; 2) coherent, real-time measurement data available; 3)

adequate communication infrastructure; 4) effective networked control designs.

1.2.5 The intrinsic difficulties of networked control

Control under communication constraints has been an active area of investiga-

tion in the last ten years. The theories developed in this context apply broadly

to cyber-physical systems (see e.g. [20, 21, 23, 24]). While the most recent litera-

ture gives a more positive and constructive outlook on the problem of networked

control, modular and scalable solutions of networked control are still elusive in

many cases. The most difficult class of problems in networked control arise when

a separation of control and communications time scales is impossible. In these

cases, networked control problems are hard to simplify and become intrinsically

very complex, if not completely intractable, because of the lack of modularity

between communication and control. It has long been known from the celebrated

Witsenhausen’s counterexample that, in these cases, the separation of estimation
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and controller design fails to hold even in the simplest settings [19]. Unlike trans-

portation, water network and other infrastructures that distribute commodities

and that are encountered in large scale supply chains, the power grid delivers

electricity as a commodity just as fast as communication signals do. Therefore,

both the physical network dynamics and the cyber system data spread at com-

parable speeds, exacerbating the difficulties of decoupling communications from

control and management.

From a control perspective, it is then important to achieve a better under-

standing of what is sufficiently informative for stability, as well as when and

where are difficult decisions to be made [25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35,

36, 37, 38, 39, 21, 40, 41, 42, 43]. Part of the the difficulty in the optimization of

concurrent controllers is that each controller can infer information about unob-

servable events not only by pooling sensors information but also by observing

the other controllers actions [35]. Due to the complex interdependencies that

exist between exploiting and exploring information from the network, in some

important cases the controllability of a discrete event system is undecidable [44].

In light of this it is clear that, in principle, the optimal solution does not

have a modular structure. In practice, cyber-infrastructures for managing phys-

ical systems can be designed, in spite of the challenges in producing optimal

control strategies. In fact, the intrinsic theoretical challenges are in establish-

ing an optimal control and communication strategy. A sensible trend prevailing

today is what is labeled as co-design: the control design starts from approximat-

ing the communication infrastructure as being packet switched, in most cases

asynchronous, and it captures the effect of delays as packet losses [23]. The

communication network design tries to leverage on the clear definition of the

application objectives to control the quality of service. The concept of co-design

is similar to that of cross-layer design, where information is shared among the

application and network layer in order to improve performance.

However, optimality of protocols that emerge from these approaches cannot

be claimed from either the control or the communication perspective.

1.3 Enhanced Smart Grid Measuring functionalities

In Section 1.2.3 we clarified that the state of the system, given the grid admit-

tance matrix, depends on the voltage phasors at the load and generation buses.

There cannot be an accurate measurement of phase if not relative to a common

reference. Therefore, one of the key technologies that has changed significantly

the outlook of sensing in the power grid is the wide availability of accurate global

network synchronization, thanks to GPS receivers.

The protection and controls envisioned in Smart Grid will be highly enhanced

by time-synchronized measurement technologies, which can be found at Syn-

chronous Phase Measurement Units (PMU) and the PMU function incorporated
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into a protective relay or other devices. Synchrophasors is a common name used

to refer to these measurements.

The voltage or current measurements are taken with time stamps from Global

Positioning System (GPS)-based clocks with microsecond time accuracy. And

the reporting rate can be up to four times the 60Hz mains frequency.

A decade ago, phasor measurements were taken only using stand-alone instru-

ments, called phasor measurement units (PMUs), and only in the High Voltage

(HV) transmission network. Today, such measurements may also become avail-

able from various Intelligent Electronic Devices (IED) such as protective relays

and fault recorders, and from the smart meters at customer households. That

is, the coherent and real-time measuring functionality has become available at

a much wider range of devices and even expanded to the distribution side as

well. This trend dramatically lowers the cost of implementing synchrophasor-

based control and protection strategies. In addition, synchronized measurements

regarding the network topology, system frequency, line flows, and even devices

settings, weather conditions and predictions, etc. will also be provided by the

enhanced measuring infrastructure of Smart Grid.

It can be expected that the enhanced measuring abilities in smart grid will

bring fundamental improvements to existing power system controls that will

allow to use more efficiently the transmission network.

However, the second challenge is to upgrade the data delivery infrastructure,

to fully take advantage of the enhanced Smart Grid measuring functionalities

to perform automatic networked control applications. In fact, parallel to the

development of Synchrophasors and the widespread deployment of synchronized

measurements units, new Wide Area Measurements Systems (WAMS) shall sup-

plant SCADA systems. In the following sections we will discuss these issues in

more detail.

1.3.1 State Estimation

Power system state estimation has always been an essential data processing tool

in modern Energy Management Systems (EMS), and has evolved in today’s

industry as a very important resource for the so called Locational Marginal

Pricing (LMP) algorithms, used in the energy market to determine how to charge

for congestion in the transmission network [18].

Since the ’70s [45, 46] the universally accepted problem formulation is to fuse

available real-time PMU measurements and denoise the data through weighted

non-linear least square SSE of V (t) = (V(t),∠V (t)), i.e. voltage amplitude and

phase at time t. In other words, the state is derived as the solution of a weighted

least square problems fitting the measurements, say phasor zi(t) ∈ C for sensor

i, with the corresponding model equation, γi(V (t)). Denoting by R the measure-

ments noise covariance, the least square estimation solves for the argument V (t)

that gives the minV (t)(z(t)− γ(V (t)))TR−1(z(t)− γ(V (t))). Due to the nonsyn-
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chronized measurements and model nonlinearities, the traditional state estimator

has limitations in computation time, solution errors, and convergence.

There are a number of papers in the power network literature that propose

to distribute this computation: 1) [47] decomposes measurements based on geo-

graphical location; 2) [48, 49], divide the process in two or more levels of aggre-

gation, including simultaneous re-estimation of boundary states; 3) [50] proposes

a constrained optimization in which overlapping subsystems are formed with a

common zero injection boundary bus; 4) virtual boundaries, overlapping subsys-

tems, and the auxiliary problem principle are used in [51]; 5) multi-area estima-

tion using synchronized phasor measurements is in [52] and [53] uses updates at

boundary buses; 3) the use of the DantzigWolfe decomposition algorithm [54]

or of recursive quadratic programming and the dual method is in [55]. All these

methods typically rely upon aggregation trees. The partial aggregation mitigates

the problem of network bottlenecks but does so in a way that is rigid, without

providing a natural way of reconfiguring the system if failure or attacks call

for it. Also, these frameworks do not provide a clear indication of what is the

impact of the communication network connectivity, how to trade-off delay with

accuracy for a given network fabric and what is the impact of data loss and

link failure. They do not address the issue of sharing only partially information

without introducing approximations that reduce the accuracy of the resulting

state estimate.

In the Smart Grid, state estimation will increasingly rely on synchronized PMU

measurements to achieve fast and accurate state calculation, which is critical for

the quick response time requirements of wide-area protection and control loops.

With more widely deployed PMU measuring functionalities across the network,

states at more bus locations will be directly and more accurately obtained and

the data can be easily synchronized according to the embedded time stamp,

which will largely mitigate the time skew, convergence, and computation time

issues of the traditional state estimator [76].

In the past, state estimation has been applied exclusively to the transmission

network. However, as Smart Grid technology encompasses a variety of objectives,

more attention is being paid to the operation of the distribution side. As will be

discussed in Section 1.4, a large penetration of Renewable Energy Sources (RES)

and Demand Side Management (DSM) and Demand Response (DR) programs

will be associated to an increasingly dynamic and complex distribution side of

the grid.

The vast deployment of the Advanced Metering Infrastructure (AMI) [56], has

polarized considerable attention and is a first step in this direction. Synchronized

sensor measurements may have a central role in the state estimation of this new

and dynamic distribution grid. Unfortunately, current deployments of AMI have

a rather inefficient topology: a data hub or concentrator service accrues mea-

surement data from smart meters by polling the devices periodically, and then

forwards the data to the Utility database infrastructure. This model does not

scale, and is subpar to what networking research can do today. The availability
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of scalable networking alternatives as well as decentralized and fully automated

processing will allow connecting the embedded intelligence in the system in a

way that will support each of the physical devices with real time feedback from

its neighboring devices [77, 78].

In the literature there have been a variety of research efforts addressing the

challenges to deploy state estimation in distribution networks: [79, 80, 81, 82,

83, 84]. The extension of state estimation to the distribution network is not

straightforward, since typically the Medium Voltage/Low Voltage (MV/LV) sec-

tions of the grid can be significantly different from the transmission network

in their topology (mostly radial instead of meshed), network size (10∼100K vs.

several hundreds or thousands buses), degree of phase unbalance (large instead

of negligibly small), and available measurements redundancy (modest compared

to large redundancy).

1.3.2 Wide-area measurement system (WAMS) and GridStat

Deregulation, competition, and increase in complexity of today’s power networks

have exacerbated power system stability issues. The specific problems faced

today are system wide disturbances, which are not ably covered by existing pro-

tection and networked control systems. As the load increases, sudden bulk power

transfers make the the system very vulnerable; even minor equipment failures

can result in cascading relay-tripping events and eventually, blackouts.

To ensure system stability in a heavily loaded system, all or most installed

components should remain in service and right actions must be taken quickly if

the system has not recovered after a serious event. To cater to this requirement,

the solution is to have real time monitoring. Such a wide area measurement sys-

tem provides operators with real time knowledge of various instability issues and

events as they occur. This early warning system provides operators with much

needed time for counteraction as well as choices for action. Eventually, such a

system can provide leading operator guidance on the best course of action, as well

as a base for automatic wide area control. However, conventional SCADA/EMS

systems can control a limited portion of the grid and in a constrained fashion.

They do not support dynamic control of a wide area power network. [57].

Many utilities, government organizations and a few manufacturers have been

working with this technology and approach for the last decade concluding that

real time monitoring with WAMS is an economically viable answer to ensure

transmission reliability, as large margins and redundancy becomes too expensive

to sustain. The implementation has, however, been hampered by a variety of rea-

sons, the cost or the availability of standard solutions being the least significant

of all. It was also determined that having an adaptable system is better than

just strengthening the network support. To achieve this adaptability, real time

information is a necessity.

In the early 1990s the Bonneville Power Administration brought up the rev-

olutionary design to monitor wide area power networks based on synchronized
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measurements when expanding its smart grid research with prototype sensors

that are capable of very rapid analysis of anomalies in electricity quality over

very large geographic areas. The first operational Wide Area Measurement Sys-

tem (WAMS) became available in 2000 [58, 59]. The August 14 2003 blackout in

the North America Eastern Interconnection revealed the urgent need for better

practices in wide-area information acquisition and stimulated the first implemen-

tations of WAMS [60].

WAMS utilize a back-bone Synchrophasor network which consists of phasor

measurement units (PMUs) dispersed throughout the transmission system, Pha-

sor Data Concentrators (PDC) to collect the information and/or a SCADA mas-

ter system at the central control facility.

There are two kinds of WAMS network implementations: the first one stands

alone being an isolated communication network and is primarily utilized for

research and development efforts; the second is integrated into the Control Cen-

ter Network (CCN) infrastructure and complements conventional SCADA/EMS

systems, providing a wide area system view [61].

Corporate	  
LAN	  

Network	  
Server	  

Smart	  
Meters	  	  
Server	  

PDC	   Applica8on	  
Server	  Communica8on	  Network	  
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PMUs	  

Smart	  	  
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Fire	  Wall	  

Worksta8ons	  

RTUs	  

IEDs	  
SCADA	  	  	  	  	  

Figure 1.3 Integrated implementation Architecture of WAMS and SCADA [61]

Communication protocols serve as the basis for data transfer within the

WAMS. The majority of the protocols used by a WAMS, however, do not include

security mechanisms in their specifications. It is left to the implementation of

the protocol to employ security mechanisms [61]. As WAMS advanced, new tech-

nologies were icorporated. Current WAMS include many transmission protocols

such as serial, Modbus [62], OPC [63], IEEE 1334 [64], PDCStream [65, 66],

and most recently IEEE C37.118 [64] to transmit data. Especially, IEEE Stan-

dard 1344 is the first standardized protocol developed for synchronization and

transmission of phasor measurements. This standard defines data formats for the

transmission of phasor measurements and contains specifications for time syn-

chronization and data conversion formats but does not address response time,

measurement accuracy, or a process for calculating phasor measurements. The

IEEE Standard 1344 was superseded by IEEE C37.118 in 2005, which addresses
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several shortcomings identified in IEEE Standard 1344. Unlike IEEE Standard

1344, IEEE Standard C37.118 accounts for phasor measurements from multiple

PMUs. Additional fields have also been included to add needed functionality,

as well as to conform to other standards and quantify the phasor measurement

error. Data is usually streamed in this format over UDP/IP or across a serial link

[64, 60]. WAMS in use today utilize several common communication technologies

and models [61, 60]:

1. Serial - Serial communication is primarily used in SCADA networks and

provided the original infrastructure for the WAMS. Some network owners

still use serial communication in portions of their WAMS network. However,

high speed modems are required to achieve the 30 samples/second or higher

data rate of the WAMS communication protocols.

2. Analog Microwave - Analog microwave radio systems have been used to

transmit and receive information between two points dating from 1950s. Ana-

log transmission uses a continuous signal to carry information from point to

point. Analog microwave is used by WAMS network owners to connect remote

PMUs to a PDC when a wired connection is not feasible.

3. Virtual Private Networks (VPN) - VPN is a term used to describe var-

ious technologies that secure communication between two parties across a

non-secure public network. Those network owners who employ VPNs in their

WAMS use the IP Security (IPSEC) suite of protocols to establish the VPN.

The IPSEC suite of protocols provides methods for authentication and encryp-

tion of WAMS data at the internet protocol (IP) packet level. IPSEC also

employs methods for cryptographic key establishment[67].

4. Ethernet - Ethernet connections have gained more popularity for local-area

communications in WAMS.

As WAMS evolve, more fiber optics and Licensed Digital Microwave tech-

nologies will be incorporated into the WAMS communication infrastructure, to

provide enhanced data delivery services.

During the past decade various applications have been proposed and/or devel-

oped based on WAMS to enhance global system awareness, stability, and effi-

ciency:

1. System Dynamic Analysis - Synchronized real-time data from WAMS

enables global real-time dynamics display of phasors, power, etc; enhances

state estimation for SCADA/EMS applications; provides system-wide alarm-

ing and alert; and can be used to perform real-time data filtering and

time/frequency-domain response analysis such as spectra analysis, machine

model verification, and damping/oscillation analysis [68].

2. Dynamic Process Record - Generate system-wide dynamic disturbance

recordings and log the system dynamic behavior accordingly [68, 72].

3. Transient Stability Prediction and Control including Dynamic transac-

tion limits monitoring and Dynamic performance monitoring[68].
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4. System-wide Stability Monitoring and Control - WAMS enables

system-wide coordinated actions of protective relays. Especially the wide-area

emergency protection and controls are designed to inhibit the fast propaga-

tion of cascading outages, enable intelligent system isolation, and and avoid

large-area or system-wide blackouts[68, 72].

5. Low Frequency inter-system Oscillation Analysis and Suppression -

Low-frequency (< 2 Hz) oscillation is often observed in large interconnection

of power systems and sometimes can be a serious stability threat if not sup-

pressed [69]. This problem received considerable attention in the past. With

synchronized measurements from WAMS, low frequency oscillations between

interconnected systems can be more accurately analyzed (see e.g. [70], [71]).

6. Global Feedback Controls - Fast system-wide frequency/voltage/flow con-

trols will become available based on real-time WAMS data. One promi-

nent example is given by FACTS control algorithms, based on synchronized

PMU measurements. These algorithms can potentially be implemented as an

effective wide area control aimed at mitigating sub-synchronous oscillations.

Global Feedback Controls bring challenges to current SCADA/WAMS sys-

tems as measurements must be inter-operable, consistent, and meet the real

time requirement of fast transient and voltage stability control. [68, 72, 60]

However, to fully attain benefits of WAMS the grid needs: 1) sufficient WAMS

coverage for the whole interconnected grids; and 2) an efficient design for data

delivery services over this infrastructure. North America SynchroPhasor Initia-

tive Network (NASPI or NASPInet) is an effort to develop an “industrial grade,”

secure, standardized, distributed, and expandable data communications infras-

tructure to support synchrophasor applications in North America. More than

200 PMUs are already installed and networked throughout North America and

more are expected to be installed soon [73], see Fig. 1.4.

Power system networked controls have a wide range of data delivery require-

ments. In order to provide satisfactory communication service for various controls

under different system conditions, it might be advisable to bypass the commu-

nication bottlenecks at the hierarchical SCADA architecture but design more

efficient and adaptable data delivery protocols directly on the WAMS network.

Middleware is necessary to streamline the design of control applications

that can interact with WAMS. A notable example is Gridstat, which is a

publish-subscribe middleware architecture that has been proposed by a team of

researchers led by EECS at Washington State University [74, 76] to provide an

interoperable data delivery platform and address the Quality of Service Commu-

nication requirements including security for WAMS applications [74]. Specifically,

key factors for these power applications that influence how the delivery system

should be planned, implemented, and managed have been described, normal-

ized, and then quantitatively compared. These factors include whether a person

or computer is in the loop and application requirements such as latency, rate,

criticality, quantity, and geographic scope.
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Figure 1.4 PMUs in North America Power Grid

For example, in the GridStat framework, the synchrophasors take the role of

publishers which periodically announce status values, while the controllers choose

to be subscribers ,which periodically receive status values as specified. Gridstat

is implemented by simple and CORBA-compliant APIs for both publishers and

subscribers, management/control infrastructure, etc. Subscribers have transpar-

ent cache of latest status value. Network of internal servers are managed to satisfy

different communication QoS requirement for each data delivery. Therefore data

communications are optimized for semantics of status items instead of arbitrary

event delivery like generic publish-subscribe[74, 75].

1.4 Demand Side Management and Demand response: the key to
distribute cheap and green electrons

We mentioned that the transmission network is a bottleneck to deliver green

electrons to the consumers. While fast global optimal control can reduce the

wide margins left in using transmission resources efficiency, this is insufficient to

loosen the grip on the generation.

Currently, there are two very opposite views on how green generation can

be integrated into the wholesale power grid: 1) Generation Reserves: volatile

and non-dispatchable plants using wind and solar energy, should be backed by

clean but controllable resources like hydro or natural gas units, that will start

generating energy whenever the intermittent resources are not able to meet their

scheduled generation requirements. This is the approach already followed today

to handle the current portfolio of green energy. But the main problem with this
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solution is limited availability of clean but dispatchable plants. DOE reports that

DOE reports that today 10% of all generation assets and 25% of distribution

infrastructure are used less than 400 hours per year (5% of the time). To triple

the penetration of renewable, these numbers will more than triple. 2) Demand

Side Management: the volatility introduced by these intermittent resources on

the generation side will be compensated by responsive and controllable loads,

such as Real Time Pricing (RTP), or electrical appliances managed through

Direct Load Control (DLC) programs.

As we will see, DLC programs are mostly designed for emergency situations

today, while RTP programs, although very appealing, face the very challenging

problem of determining what these price signals should be.

Even if DSM is still a subject of intense debate and investigation, it is clear that

the second approach is aimed at correcting the aberration of the current energy

market and that the best pathway towards greener electrical energy systems is

starting to control the load [89]. Namely, DSM addresses the key problem that

the majority of the energy customers today are unaware of both the control as

well as the market costs associated to turning on their electrical appliances at a

given time. These costs exist, but they are socialized. The fact that customers

are shielded from making aware economic decisions leads to a form of tragedy

of the commons [90]. In the long term, this is the root cause of the lack of

innovation that has characterized the power systems infrastructure over the last

forty years. In this socialized model customers do not see the direct benefit of an

increased electricity bill that is invested in research and development, because of

the promise of granting to them and to future generations, access to abundant,

cheap and green energy. In the short term, the market pressure to feed this

mostly uncontrollable demand, raises significantly the premium for employing

green energy by forcing to stockpile the large reserves that we mentioned above.

To understand specifically why that is the case, some background on the way

the market of energy is operated today is necessary.

1.4.1 The central market of electricity

When we think of the global control of generation in the grid we cannot separate

it from the market where energy is sold. In this sense, this problem is well beyond

any of the issues that are in the horizon of networked control theory.

Clearly, one of the advantages of resorting to electrical energy to power the

world is that electricity can be produced in many ways and distributed rapidly,

as long as the transmission lines can support the flow. Unfortunately, because the

demand is not controlled, these are also the curses of this commodity market,

since not all sources of electrical energy are equally ready to produce what is

requested to satisfy this impatient and capricious market place, and the most

volatile energy sources are also the ones which pollute the least. Currently, the

electricity market consists of [85]:
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1. A central wholesale market: In the U.S., wholesale electricity markets

are multi-unit uniform price auctions, operated in most cases by an Indepen-

dent System Operator (ISO). These auctions feature dual settlement systems:

there is a day-ahead auction, run daily for each hour of the following day, as

well as real-time auctions, run every few minutes during the day of the con-

tract. In the day ahead market, generators and retailers purchase and sell

energy at financially binding day-ahead prices. Hourly bids to this market

must be submitted at noon the day before the day of delivery. The ISO then

puts up a schedule of commitments for the purchase, sale and ancillary ser-

vices of energy, based on the participants bids and constraints. Of course,

these transactions are just based on predictions of energy demand. Real-time

adjustments through additional balancing markets are necessary, as well as re-

dispatch which we already discussed in Section 1.2.1, since, as we said before,

keeping the power balanced is the most important factor in the operation of

a power grid (mostly for frequency control). The important aspect to keep in

mind for our work is that the market is designed such that deviating from the

day-ahead bid in real time will result in higher costs for the participants due

to deviation penalties (downward and upward balancing costs).

2. Several retail markets: In which the retailers that purchased energy from

the wholesale market on-sell it to end-use customers.

3. Transmission services market: Determines the allocation and prices for

transmission rights on power grid lines.

As mentioned, the wholesale electricity market is a dual settlement auction for

electricity run by an Independent System Operator (ISO): a dayahead market

and a spot (real-time) market. One of the most important benefits of having

a dual-settlement system is price certainty. Setting day-ahead prices helps the

retailers avoid volatility of real-time market prices. This will help the reliable

function of the power grid and ensures availability of service to end-use cus-

tomers, whose demand is treated as being inelastic to price. Another reason for

running a day-ahead market is the long start-up times of generation units.

1. Day-ahead market: This participants in the dayahead market and the infor-

mation they provide to this ISO are as follows:

a. Producers submit their generation capability and price bids for each hour

of the next day. They will also provide ancillary services bids if applicable.

Also, the ISO has information about each units startup and shutdown costs,

no-load costs and ramping limits. The goal of generators is to maximize

their profits. Since the wholesale market for electricity operates with a

single market clearing price, based on the marginal cost of the last unit of

generation, generators usually provide the ISO with a low enough price for

electricity so that they are included in the generation schedule.

b. Retailers provide bids for each hour of the next day. Participating loads

have two types: fixed and price sensitive loads. Price sensitive loads usually

provide price caps for their bids.
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c. Virtual participants (virtual supplies and loads) will also submit their bids

to the day ahead market. Virtual bidding allows participants with no real

demand/supply capacity to participate in the dayahead/real-time market.

Provided the above information, the ISO schedules generation to meet spec-

ified (predicted) demand using economic dispatch strategies that takes the

transmission and generation limitations of the system into account. The eco-

nomic dispatch solution identifies the generators that are called on for energy

and ancillary services and informs them of their schedules. A simplified for-

mulation is given here:

Assume that we have ng generation units and nl load buses. The cost of

generating electricity for each unit is an arbitrary function Ci(.) (There is

a cost for the no-load state, in the event that a generator is on but it not

producing energy). Also, each unit has its associated start-up and shutdown

costs which depend on the state of the generating unit (hot, warm or cold

state) and its type. The load forecasts are assumed to be constant for half

hour periods. Now, taking the costs due to start-up, shutdown and generation

of each utility into account, the economic dispatch problem for the next day

can be formulated as an optimization problem (see e.g. [86]):

min
Gi,j

ng∑
i=1

48∑
j=1

C(Gi,j) + ui,48SUi + di,48SDi (1.6)

Where

Gi,j = Generation schedule of the ith unit at time j

Li,j = Load bid at node node i for time j

Ci(.) = Generation cost function of the ith unit

SUi = Cost of a single start-up for unit i

SDi = Cost of a single shutdown for unit i

ui,48 = Total number of start-ups that occur over the day for unit i

di,48 = Total number of shutdowns that occur over the day for unit i
(1.7)

This optimization has multiple constraints, some of the most important ones

being:

•
∑ng

i=1Gi,j =
∑nl

i=1 Li,j Load and generation balance

•0 ≤ Gi,j ≤ Xi Generation of the ith unit limited by its capacity Xi

•|Fj | = D[G1,j . . . Gng,j L1,j . . . Lnl,j ]
T ≤ Fmax ,element by element

•Required ancillary services

•The system should not fail after 1 contingency
(1.8)

An integer linear programming technique will then be used to simultaneously

optimizes energy and ancillary services in the above optimization problem.

The out-coming schedules from this optimization are financially binding. The

ISO also sets locational marginal prices for energy (using shadow price, the

cost of serving the last MW at that particular load).
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2. Real-time market: This market is designed to balance generation and

demand every five minutes since keeping energy balance is one of the most

important constraints in the operation of power delivery systems. An opti-

mization problem similar to the above formulation will be solved to provide

a least cost dispatch for real-time resources while satisfying the line flow and

ancillary services constraints. Participants in the day-ahead market and the

information they provide to the ISO are as follows:

a. Generation units provide adjusted price curves every 15 minutes to include

real-time constraints and costs.

b. Retailers provide bids for how much energy they want to buy or sell in the

dayahead market.

c. Virtual bidders try to sell what they have purchased in the dayahead mar-

ket.

The ISO will then try to solve the following minimum cost problem

min
Gi

ng∑
i=1

C(Gi) (1.9)

subject to constraints similar to the day-ahead optimization.

In scenarios where the load exceeds its predicted value, the ISO takes bids from

generators to increase their outputs, which leads to a market clearing upward

balancing price. On the other hand, if the load does not reach its predicted

value, the ISO calls bids for generation decrease (downward balancing). The

upward balancing price is the maximum of the day-ahead market price and the

minimum balancing price, while the downward balancing price is the minimum

of these two. Several papers have explored options on how to forecast these

balancing prices [87].

3. Retail Market In most of the power systems in the world, in-elasticity of

demand is an accepted fact upon which the system operates. Almost all con-

trols, monitors, and feedbacks required for a power system’s safe operation

are implemented in the generation and transmission section. As a result of

this accepted principle, retail price of electricity is usually constant and is

determined using average pricing in a long horizon. In the retail markets for

electricity, retailer that participate in the wholesale market on-sell energy

to end-use customers in real time. The participants in this market therefore

include:

a. Retailers, who try to meet the demand as close as possible to avoid contin-

gencies and keep demand and supply balanced. To provide this energy, they

forecast their consumers load for the next day and participate in the day

ahead market. To balance the actual demand and supply, they also partic-

ipate in the spot market and purchase energy at real-time prices. The goal

of these participants is to maximize their profit from selling energy while

avoiding any penalties from contingencies or blackouts.
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b. Consumers, who pay for their electricity use based on a predetermined

price table, usually provided months before actual consumption. The goal

of these participants is to maximize their utility from consuming electricity,

i.e. if li is the consumption of a single consumer at time i, the consumer

will try to maximize the following

max
li

∑
i

[U(li, i)− C(li, i)] (1.10)

Where U(li, i) and C(li, i) are respectively the utility and the cost of con-

suming li units of energy at time i.

As reported in [88], utilities have been reluctant to let distributed energy

resources interconnect with the grid, citing safety and system stability concerns.

In order to fit in the secure operation of the power grid, generators should be

well able to forecast and control their output power for the next day and they

should commit to generating the amount of electricity that they are scheduled

to produce by the ISO. Failure to do so will result in system instability and price

spikes. This is why fossil fuels, though finite and polluting, serve the largest part

of our energy needs.

However, controlling the load can reverse this trend, since it is not the shear

load of demand that skews the market this way, but rather the fact that the

demand is inelastic, and cannot be held from drawing power in response to a

variable generation profile. This is what Demand Side Management can change.

Demand Side Management (DSM) systems have evolved over the past three

decades through systematic activities of the Power Utilities, as well as Gov-

ernment policies, designed to change the amount and timing of electricity con-

sumption. Such DSM measures have been implemented for load management,

for increasing energy efficiency, and for electrification (i.e. the strategic increase

of electricity use) [91].

Initially DSM programs mainly comprised reliability-driven load management

measures, used occasionally to manage emergency situations. Recently, more

sophisticated and rapid forms of DSM have emerged, extending the level of con-

sumer interaction for this services, through appropriate incentives [92]. One of

the great promises of Smart Grid is to foster advanced forms of DSM that con-

tinuously control the load for potentially all consumers. The most notable idea

emerging today is the inclusion of programs that enable direct price responsive-

ness, even of individual loads [91]. In a wider definition, DSM may also include

items such as renewable energy systems, combined heat and power systems, inde-

pendent power purchase, and all instruments that allow to meet the customer

demand with the highest efficiency [93].

The two most popular trends of demand management, lie at the two opposite

sides of the control spectrum. At one end are Real Time Pricing strategies,

discussed in Section 1.4.2 and, at the other end, are Direct Load Control (DLC)

strategies, presented in Section 1.4.3.
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1.4.2 Real-time Pricing

One of the most serious contenders in the DSM research arena is RTP. From

time to time, several operational issues like lack of storage options, generator and

transmission line failures and the ignorance of customers about the real cost of

the electricity they consume, all contribute to cause spikes in the wholesale price

of electricity. The purpose of Price-based load control strategies is to transfer

part of the risks of buying electricity through this market from the utility to the

customers. Different techniques like time-of use (TOU), Critical Peak Pricing

(CPP) or Real-time Pricing (RTP) all manage to do this to different extents.

The concept of real-time prices has been around for about three decades now

[94]: instead of shielding the customer completely from fluctuations of energy

costs in the spot market (as it is done when using flat rates and time-of-use

tariffs) in RTP, price signals delivered to the customers will provide incentives

to modify their demand and alleviate the pressure on the grid, with the reward

of lowering their bill. What is not obvious is how should the utility calculate

and post price signals in order to attain a stable operating point for the system,

balancing generation and demand.

Theoretically, the real-time price of electricity at each node in the power grid

is the shadow price obtained from solving the optimization for the spot market

security constrained generation dispatch [95, 96]. In a system with N generator

and L load buses, each generatingGi or consumingDi units of power respectively,

the optimization is:

min
Gi

N∑
i=1

Ci(Gi) (1.11)

s.t.

N∑
i=1

Gi −
L∑
i=1

Di − Loss = 0∣∣∣H[G1 . . . GN D1 . . . DL]T
∣∣∣ ≤ F̄max

Gmin
i ≤ Gi ≤ Gmax

i

where Ci(.) is the generation cost function and H is a matrix that relates power

flow on transmission lines to nodal power inputs. The first constraint ensures

power balance; the second ensures that flow on each transmission line lies within

its overload limit F̄max, and the third one defines generation capacity limits. The

Lagrangian of (1.11) is:

L =

N∑
i=1

Ci(Gi)− θ(
N∑
i=1

Gi −
L∑
i=1

Di − Loss)

− µ̄.(H[G1 . . . GN D1 . . . DL]T − F̄max)

+ νmax(Gi −Gmax
i )− νmin(Gi −Gmin

i ) (1.12)
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The Locational Marginal Price (LMP) for load bus i is,

λi =
∂L
∂Di

, (1.13)

which represents the marginal cost of providing one additional unit of power at

that bus. Simplifying assumptions or additional constraints can be added to the

problem definition (1.11), such as adopting linear or quadratic generation costs

and including security constraints like (N-1) contingencies [97]. LMPs are the

true costs of serving loads, which include costs of generation, grid losses and

congestion on transmission lines. Theoretically, one could calculate these prices

before real-time operation and by releasing them the system should converge to

its optimal operation point. This will only happen if:r Perfect forecasts of demand values Di’s are availabler The customers are shielded from this true cost and do not react to fluctuations

of the their associated LMP (like what happens in most of the power grid

today)r Most importantly, all generators should be price taking rational agents, so

that posting the calculated LMPs will make them choose the dipatched value

obtained from (1.11).

If, however, the customer are exposed to even limited information about these

true costs, like what all real-time pricing techniques aim to do, there will be an

extra feedback loop added to the equation, i.e. the demand at the i-th load bus,

Di will be a function of λi and thus, (1.13) has to be modified to

λi =
∂L(λ1, . . . , λi, . . . , λL)

∂Di
(1.14)

A diagram of the system is shown in Fig. 1.5. Calculating the true cost of serving

the demand if the customers react to real-time market fluctuations will require

perfect knowledge of customer behavior in reacting to price signals for every dif-

ferent load bus in the system at the time the LMPs are being calculated for. [98]

provides a dynamic model to analyse the dynamics of supply, demand, and clear-

ing prices in a power grid with real-time retail pricing and information asym-

metry. It shows that a power market accomodating common RTP techniques

may possibly experience volatile prices and demand, or even lose its stability.

Although proven with major simplifying assumptions, the important point made

is that stability should be taken into account when designing a load control sys-

tem. The authors conclude that more intricate models for demand in each area,

knowledge about consumer behavior in response to dynamic prices received, and

a thorough understanding of the implications of different market mechanisms

and system architectures are needed before real-time pricing techniques can be

implemented in large-scale.

Currently, power system operators have two major approaches to calculate

LMPs for the real-time market. Ex-anté prices indicate the value of the LMPs
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Figure 1.5 System model with RTP

before the true value of the demand is released, using predicted values of the

stochastic variables like the demand and intermittent renewable resources. Ex-

post values, on the other hand, are calculated after the load is served and with

deterministic knowledge of all the values for demand and generation.

Since real-time price signals need to be delivered to customers beforehand to

allow some planning time, they should be of the same nature as ex-anté LMPs.

Also, it is very unlikely that ex-post adjustments will be allowed to affect how

customers are billed, since this would expose the public to unacceptable risks.

The same approach just described, is adopted by most RTP researchers in the

literature. The real-time price sent to customers is derived either from a direct

ex-anté analysis of wholesale market prices, or by adding some modifications to

account for consumer satisfaction. To do so, either a term representing the benefit

of customers from consuming electricity is added to the cost function in (1.11)

or, a cap on the variations of the price signal in enforced. For example, in [99],

the authors maximize the social benefit, which includes known cost functions

Ci(.) representing the cost of production of energy and known benefit functions

Bi(.) representing the consumers

max

L∑
i=1

Bi(Di)−
N∑
i=1

Ci(Gi) (1.15)

To calculate the price, the authors assume that both generation units and cus-

tomers are price taking agents with known limits on their consumption and

generation values and declare the price at each bus as the marginal value of

objective function in this maximization problem (1.15) under various constraints.

[100, 101, 102] follow a similar approach. The gap caused by the difference

between ex-anté and ex-post prices should be compensated by the utility, similar

to what is done today for the gap between flat or TOU rates and ex-post LMPs.

Some of the problems that can arise from this approach are as followsr Perfect knowledge of the utility of the customers is assumed at every load

bus (usually assumed to be simple analytic functions), which is unrealistic, at

least in the current situation
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r If the price is set using an incorrect prediction the behavior of customers,

prices that are posted may lead to system instabilityr Demand is only assumed to be dependent on the current price. This assump-

tion is not valid for the demand for electricity since electricity is not delivered

instantly in packets and appliances need time to finish their jobs.r Generation owners may try to arbitrage the market.r At least the major part of generation assets should have a fully deterministic

and controllable nature in order to let the utility calculate valid prices in

advance. This assumption may not hold with the addition of a considerable

amount of intermittent resources to the grid.

To conclude this section, it is important to remark that in addition to con-

cerns on market stability, any power imbalance resulting from volatile demand,

if not compensated correctly and timely, may accumulate and cause the grid

itself to experience oscillation or even loose stability. The disturbance in the

generator angle, when neglecting the damping, can be approximated as ∆δ(t) ≈∫
M−1∆G(t)dt, where M is the system inertia matrix and ∆G(t) is the imbal-

ance. When ∆δ(t) goes beyond its stability margin, the grid will become unstable

[8]. This is why the socio-economic feedback of the energy market, with all the

uncertainty it carries, cannot be closed in real time and some type of direct con-

trol may prove necessary, blurring the boundary between RTP and Direct Load

Control (DLC).

1.4.3 Direct Load Control

Unlike RTP, Direct Load Control, or Interruptible Load programs, have been

widely and successfully practiced for over a decade now. During peak load hours,

utilities have the option to curtail the load due to certain appliances like air condi-

tioners or water heater belonging to participating customers for a predetermined

duration of time (usually, 15-30 minutes). This is done by sending a curtailment

signal to the target appliance from a central dispatch center.

Ever since the 80’s, several researchers have worked on finding an optimum

curtailment schedule that will maximize the benefits of the utility while avoiding

unacceptable dissatisfaction for participating customers. Typically, an optimiza-

tion problem is defined that minimizes a certain cost function of the load during

a look-ahead horizon. Common constraints are maximum curtailment time and a

minimum pay-back period between two successive curtailments, during which the

appliance is allowed to function without interruption, to catch up on its duty.

This type of control is effective only for certain appliances. Many researchers

then use Dynamic Programming methods to solve this optimization problem

[103, 104], while others use some form of simplification to turn it into a Linear

Program, which is less computationally intensive. DLC solutions usually try to

have a long enough look-ahead horizon in order to avoid rebound peaks due to
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payback periods, since the modified load L
′
(t) at time t is given by,

L
′
(t) = L(t)− Curtailed Load from DLC

+ Payback Load from Previous Curtailments

Note that DLC schedules are sometimes solved for in coordination with the unit

commitment problem (1.11) since they will affect the demand values Di [105].

Another form of curtailment option that fits into this category is the Negawatts

Program, where some market participants bid to use less electricity during peak

times. Unlike DLC, these programs are market driven. Whether this idea is

acceptable is still under debate, since the amount of energy reduction can only

be measured based on the consumption history of the bidder and the are market

design problems that arise due to this fact.

While interrupting certain loads can help alleviate the problems with high

peak demand when facing generation shortage, most DLC solutions are designed

merely for emergency situations. With the addition of a remarkable amount of

unpredictable renewable resources like wind and solar energy to the grid, the

frequency of these emergency situations will increase substantially and forced

curtailment of the load, even if it is backed by customer participation, will no

longer be a sufficient measure to match volatile and unpredictable generation

with inelastic demand. Also, deciding how the customers should be paid for these

interruptions will become increasingly unclear, bringing about similar complexity

as RTP.

1.4.4 Possibilities and challenges at the edge of the network

A key innovation needed, which is not clearly described in any of the existing

frameworks for load control, is that the load needs to be unbundled in individual

specific requests of service, in order to understand what is flexible load and

what is not. The vision parallels that of an Internet of things, which embodies

a network of electrical appliances which can articulate and forward their energy

requests to the retailer, and buy the energy service that makes sense to meet their

actual needs and constraints, on the fly. More than a brand new communication

infrastructure, what is needed is a service model that would allow paying for

the network and computing resources that are necessary to support this service.

The current emphasis on requirements is not well placed. The emphasis should

be on developing new applications that speak the language of computers and

networks and that manage large amounts of such transactions intelligently. This

model is a departure from the control-based architecture, where the load is an

amorphous conglomerate of requests, that the generation needs to catch up with.

Google profits from businesses whose services are advertised to those who need

them. It does not own exclusively the network resources that give the customer

access to its services. Amazon profits by providing a network infrastructure to

manage a variegated market place. There is space to create a market place of
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energy, but creative minds and policies have to converge to make this happen.

Similarly, we need to develop applications and companies that would profit from

matching in real time demand and supply of energy, and would be motivated

to create the computation infrastructure to support their business. Queries to

this service would come from such an Internet of things, i.e smart loads whose

request will be held their request is met, with the best effort possible. Just as

in the search engine landscape, the best technology will prevail. Customers will

have their devices select is the energy search technology that provides the best

service. And becoming the best service will require situation awareness, which

will also naturally lead the providers of the service to pay for a faster and scalable

communication and computation infrastructure.

Interestingly, this infrastructure would end up including some generation capa-

bility, quite naturally, to bypass the transmission bottleneck. In fact, the trans-

mission, generation and customer inconvenience costs can be all mitigated if the

provider can tap onto local resources to make ends meet. Just as in the Internet

caching data is a way to compensate for network congestion, this energy service

will need to be able to leverage on local servers, which will be the microgrids of

the future. This will stimulate a virtuous cycle that will allow producing locally

energy, which will use very little transmission capacity and, with the right incen-

tives, green energy, to feed the real needs of the customers rather than their

assumed need. Generation capacity will proliferate close to where it is actually

used. Hence, with the right mechanisms to place the micro-generation capacity

in real-time, decentralized generation will naturally complement the business of

these energy search engines. This model shall progressively meet an increasing

portion of the needs of communities, without further burdening the grid with

the task of relying on green generation capacity, and upgrading its transmission

capacity to cope with increasing energy demand. Clearly this requires innovation

both in the physical as well as in the cyber system. The main challenge in the

physical system is to interface so many asynchronous systems to the synchronous

grid seamlessly. The cyber system should be able to accurately tune and predict

the results of actions, much unlike the model we currently have. With a scalable

model and a system of intelligent interfaces, it is natural to assume that these

increasingly smart edges will rely sporadically on the traditional energy supply,

and will also be able to trade among each other under the right model to exploit

transmission resources. This is the only real positive scenario that can emerge

from our increasing appetite for electrical energy, and the only scenario that can

exhibit the impressive scalability of another pervasive infrastructure that has

produced immense global benefits: the Internet.

1.5 Conclusions

The Energy Technology revolution is about making electrons clean and cheap

to produce. It is unrealistic to think that green electrons can be just as reliable
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as the electrons produced with traditional fuel. We need to be able to tap onto

renewable resources in large quantities and the real bottleneck is neither the cost

to produce solar panels or windmills, nor their efficiency: it is their intermittence.

What is clear is that, in many ways, the future of electrical energy technology

is in being able to bear more volatility, both in the demand and in the supply

side. The transmission network needs to become more agile, aware, and able

to respond in real time but this is not going to be what resolves the network

problems. A centralized model is simply not reasonable, because of the issues of

scalability it poses, which would imply tremendous costs. The periphery of the

network needs to increase its capillary control over decentralized green energy

sources, storage and, most importantly, it needs to be able to control directly or

indirectly the demand, trying to realize an optimum microcosm of transactions

locally, so that the grid can view a load that follows as closely as possible the

profile it is committed to follow, based on a day ahead market that reflects all

the costs of the energy that is delivered, including a cost for CO2 emissions,

environmental impact and social long term cost of using up earth resources. In

fact, the only way to deal with volatility is through a diversified form of resource

allocation. The grid power should be viewed as one of the resources that the

distribution cells should utilize, while trying to maximize its utilization of local

green resources, relying also sparingly on local storage to maintain quality of

service. Hence, to improve the integration of renewable resources, the market of

these electrons need to be a smarter and more agile place, working efficiently

to serve its customers, not at any cost, but at the right cost for the specific

service provided, given a profile of generation that is possible. What the system

is not good at now is, in fact, seizing opportunities on the generation side. Of

course, we can blame the fact that wind and solar power are abundant where

transmission assets are not. But the deeper and truer dilemma lies in the scarce

use that would be made of these resources, even if the transmission lines were in

place. If demand and supply could be queried and matched in real time, and if

pollution and collateral costs of fossil fuel were fairly priced, electrons from solar

panels and windmills would find their customers.
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