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Abstract—The energy sector worldwide has embarked on a
transformational process to modernize the over-a-century-old
power grid under an umbrella term of the Smart Grid. This vast
infrastructural upgrade and operational change involves integra-
tion of a variety of advanced digital computing, communications
and industrial control technologies. This brings new capabilities,
but also necessitates a re-education of the aging workforce and
training of the emerging workforce. While training does exist,
the training approach and the accessibility of that training is
often at odds with the needs of the utilities.

To support this education and training need, in this paper we
introduce the beginning of a modular, hands-on and open Smart
Grid cybersecurity educational training platform and supporting
materials together with an assessment of a preliminary version
leveraged at the Trustworthy Cyber Infrastructure for the Power
Grid (TCIPG) Summer School held in 2013.

We base pedagogical pillars onto: (1) Active Learning that
promotes analysis, synthesis, and evaluation of the content from
Bloom’s taxonomy, (2) The theory of project-based learning, (3)
Piaget’s learn-by-doing posture, and (4) Constructivist perspec-
tive of education. The main goal of this effort is to develop a
complete, phased, and modular learning platform to provide
the essential base knowledge and hands-on training exercises
for understanding and demonstrating competency in Smart Grid
cybersecurity.

I. INTRODUCTION

Across the globe, many national institutions have embarked
on a transformational process to augment the over-a-century-
old power grid under an umbrella term of the Smart Grid.
Worldwide Smart Grid investment rose to $15 billion in
2013, according to Bloomberg Energy News Finance. This
vast infrastructural upgrade involves integration of a variety
of digital computing, communications and industrial control
systems and technologies into a modernized and advanced
power grid. A key constituent of the Smart Grid effort lies
in the incorporation of the bidirectional flow of power (for
distributed and renewable energy sources) as well as the two-
way communications and control capabilities.

With the enhanced automation, computing, communications
and control characteristics of the Smart Grid, a crucial need
becomes apparent to address the plethora of security and
privacy related challenges. The general term to refer to the
aforementioned dimensions of the Smart Grid is cybersecurity.
In terms of research and education, cybersecurity becomes an
indispensable component and key enabler for the successful

transformation from the electric power grid of yesterday into
the Smart Grid of the future.

Even though there is no universally agreed-upon definition
for cybersecurity, the following by ITU-T seems quite broad
and comprehensive in its scope [1]:

Cybersecurity is the collection of tools, policies,
security concepts, security safeguards, guidelines,
risk management approaches, actions, training, best
practices, assurance and technologies that can be
used to protect the cyber environment and organi-
zation and user’s assets. Organization and user’s
assets include connected computing devices, person-
nel, infrastructure, applications, services, telecom-
munications systems, and the totality of transmitted
and/or stored information in the cyber environment.

The essential nature of Smart Grid cybersecurity spans
availability, integrity, and confidentiality of computing, com-
munications, and/or control devices from intentional or acci-
dental harm and damage. The severity of cybersecurity conse-
quences in the Smart Grid is generally exasperated due to the
complexity, sheer volume of the devices and stakeholders, and
highly time sensitive operational constraints. The by-product
of the imperative need to implement and adopt cybersecurity
technology, both within the Smart Grid and beyond, has
revealed tenuous vulnerabilities of systems, components, and
people in both the private and public sectors under a variety of
cyber-attacks. Safety in cyberspace continues to be an elusive
objective [2], with the primary focus being placed on the
infrastructural upgrades.

Education and workforce development have been called out
repeatedly, but less effort has been placed to address those
needs. The Comprehensive National Cybersecurity Initiative of
President Obama identifies cybersecurity as the most serious
economic and national security challenge. The National Sci-
ence and Technology Council with the cooperation of the Na-
tional Science Foundation recommended a broad, coordinated
federal strategic plan for cybersecurity research, training and
education to bolster preparedness, to establish a science of cy-
bersecurity, and to transition promising cybersecurity research
into practice [3]. Another national initiative: [4] The National
Initiative for Cybersecurity Education (NICE) has evolved
from the Comprehensive National Cybersecurity Initiative, and



extends its scope beyond the federal workplace to include
civilians and students in kindergarten through post-graduate
school. The goal of NICE is to establish an operational,
sustainable and continually improving cybersecurity education
program for the nation to use sound cyber practices that will
enhance the nation’s security. One of the main conclusions
of the National Research Council of the National Academies
on “Professionalizing the Nation’s Cybersecurity Workforce?”
report [5] is the need for increased both the capacity and
capability of the cybersecurity workforce. As for the workforce
demand for cybersecurity graduates, many related professions
display significant growth opportunities for the next decade
as reported by the US Department of Labor’s Bureau of
Labor Statistics (BLS) Occupational Outlook Handbook [6].
For example, Information Security Analyst employment is
expected to grow by 40% by 2022.

To the best of our knowledge, a coherent path of directed
training from entry to expert level topic areas is missing and
this is where our educational endeavor will be contributing by
means of a modular and adaptable Smart Grid cybersecurity
training platform that can be built upon and leveraged world-
wide. Through three sessions of evolving TCIPG Summer
Schools, we have identified gaps of knowledge, refined base
necessities as educational building blocks, and recognized the
need for adaptation in a rapidly changing sector. Through
these lessons learned, this Smart Grid cybersecurity education
platform under development will provide an adaptable basis
by which undergrad students are equipped with the necessary
knowledge, workforce can be trained, and researchers can be
brought up to speed on the relevant topics to allow them
to focus on their core research. In this paper, we report
our initiative together with a preliminary assessment of first
classroom use and discussion of a roadmap for the current
work-in-progress expansions.

The rest of this paper is organized as follows: A overview of
the Smart Grid, cybersecurity, and the need for its educational
requirements are summarized in Section II. Section III presents
the underlying theoretical basis of our work with respect to a
set of well-known pedagogical frameworks. A summary of
related work is given in Section IV. Details of the Smart
Grid cybersecurity lab development are provided in Section V.
Results and discussion of a preliminary assessment of an
initial set of our cybersecurity lab modules are explained in
Section VI. Concluding remarks and synopsis of future work
are given in Section VII.

II. BACKGROUND
A. The Smart Grid and Cyber Security

The Smart Grid is not as much a thing as it is an ideal.
Starting from the electrical power grid of yesterday, the ideal
is to transform it into the smart grid of tomorrow. This
transformation is based on the premise that this modernized
grid must be more reliable, secure, safer, more efficient, more
economically matched, and environmentally friendly. This is
to be realized through increased observability and control,
bidirectional communication for demand-response, enhanced

protection mechanisms for both resiliency and security, more
diversification through distributed energy resources, and more
adaptive response in the mechanisms by which the power is
delivered and consumed.

The electric power grid of the United States has undertaken
a monumental modernization and expansion effort, bringing
in new technologies and working towards securing existing
deployed technology. With this modernization, comes the need
for a workforce that both understands the new technology
and that can effectively and efficiently use that technology
to advance the state of art in the grid. While there are several
approaches to training that have been created, there is a lack
of easily accessible, comprehensive, and modularly adaptable
training in this area.

It is well-accepted that the US lags behind in math and
science literacy rates among the 34 member countries in
the OECD (Organization for Economic Co-operation and
Development) as corroborated by the Science and Engineering
Indicators of the National Science Board findings. A report
by The 2012 President’s Council of Advisors on Science and
Technology (PCAST) [7] states that approximately 1 million
more Science, Technology, Engineering, and Mathematics
(STEM) graduates than expected are needed under the current
assumptions.

The situation of the field of cybersecurity within the general
STEM education base is no different. Without effectively
trained personnel in cybersecurity topics, the electric power
grid of the United States could be left vulnerable to attack.
Since the act of electrification has been so pivotal in the
advances of society, the impact of that resource going away
could be catastrophic. Therefore, due to such great importance,
the electric power grid is both a high-value target and a critical
asset to adequately protect. However, even with some of the
most advanced cybersecurity protections in place, humans are
still part of the loop and must both understand and effectively
operate the cybersecurity mechanisms going forward. Failure
to do either of those could result in either attrition of the pro-
tection mechanisms or complete failure in the ability to detect,
defend, and respond to attacks on that critical infrastructure.

B. Inadequacies in Current Training Approach

Without effective and efficient cybersecurity training in the
relevant areas, the existing and emerging workforce will be
inadequately prepared to detect and defend attacks against
critical infrastructure attacks. While it is nearly impossible
to actually quantify the potential incurred losses, those losses
could come in the form of financial impact, business repu-
tation, or even widespread loss of life through the failure to
protect critical infrastructure. All important stakes to prepare
for and defend against.

Current training consists of courses that are run across the
span of 2-5 days on average and generally conducted at remote
locations. For some training providers, those courses can be
brought in-house for extra fees. However, when looking at
the coverage of cybersecurity training in comparison to the



emerging Smart Power Security Professional (SPSP) [8] des-
ignation and the related National Initiative for Cybersecurity
Education (NICE) [4] competencies and roles/responsibilities,
these courses have yet to cover the full needs of the sector.

Further, these courses suffer from being somewhat mono-
lithic and therefore a cybersecurity professional must take
several courses to get the full coverage that they need, and
waste time overlapping information across those many courses.
This was further complicated by the lack of an easy way to
determine what each course covers and how that maps to the
needs of the sector.

In this work we evaluate work undertaken to correct some of
these issues and make progress towards a maintainable long-
term solution for this sector. This is accomplished through
developing a modular training platform that aims to address the
cybersecurity needs of the sector while allowing for minimized
overlap on the body of knowledge. As a stop gap measure, a
full crosswalk and gap analysis was done on existing material
to determine coverage and mapping to the emerging standards
for cybersecurity education in this sector and broadly [9].

Since cybersecurity professionals are in short supply across
many sectors, this modular approach to training could be
essential to widespread multi-sector addressing of this de-
ficiency. Without such an approach, the many sectors that
are relying on having adequately training cybersecurity pro-
fessionals may suffer due to the lack of available training,
resources, or the effectiveness and efficiency of conveying the
necessary knowledge to the incoming workforce to adequately
prepare them for the jobs they are undertaking. By creating
training in this modular way, the sector may leverage the
training piece-wise and choose to cover only the topic areas
that are necessary for each particular entity.

This effort is a foundational step towards the creation of
such a comprehensive coursework and draws from many years
of lectures in this domain. By leveraging the prior work, it
is anticipated that the effort will be bootstrapped effectively
and allow for refinement rather than gross content creation.
Further, this existing material has been utilized for a number
of years and has been vetted by a number of experts in the
field to verify that the information being presented is not just
topical, but also correct.

III. PEDAGOGICAL FRAMEWORK

We base pedagogical pillars of our approach onto:

1) Active Learning : As coined by Bonwell and Eison [10],
active learning promotes analysis, synthesis, and evalu-
ation of the content from Bloom’s taxonomy [11] of the
cognitive domain. We aim at shifting the students from
the state of passive learners to the level of active learning
by engaging them with re-affirming demonstrations of
the topic material and through intensive lab exercises.

2) Project-based Learning (PBL): The theory of project-
based learning methodology is introduced by Blumen-
feld [12]. We believe that fostering student engagement
and longer lasting learning are achieved by combining

student interest with a variety of challenging, authentic
and real-world problem-solving tasks.

3) Piaget’s learn-by-doing posture: Piaget’s [13] emphasis
on learn-by-doing, especially in science, is another pillar
of our approach.

4) Constructivism : We are inspired by the Constructivist
perspective [14] of education that emphasizes experien-
tial learning. As nicely summarized by Tobin in [15],
students need opportunities to internalize the learning
by means of experience. Lab exercises naturally fit to
the task of letting students learn with understanding and
constructing knowledge.

The main goal of our effort, thus, is to develop a complete,
phased, and modular learning platform to provide the essential
base knowledge and hands-on teaching [16] by means of
exercises for understanding Smart Grid cybersecurity. This
platform builds upon the vast domain expertise of many
years of directed research effort in Smart Grid cybersecurity,
leveraging both the knowledge base and the research platforms
that TCIPG has built along the way.

IV. RELATED WORK

As we have elaborated in the previous sections, there is
a strong need for cybersecurity educational material for use
in the classroom. There are some books: Business-oriented,
non-technical books [17]-[19]; policy-focused [20]; technical
and management-oriented [21]-[24], technical [25], [26], and
a collection of academic papers [27]. However, to the best of
our knowledge, there is none that is suitable for a textbook or
that lends itself to a modular and self-supporting approach, or
with any set of lab exercises for the classroom.

There are also some efforts to offer Smart Grid cyberse-
curity courses in academia. Some only have a small section
for cybersecurity within the Smart Grid domain [28]-[30]. The
closest to our conception of labs is offered at Washington State
University [31] or Iowa State’s Short Course [32]. However,
based on its syllabus, the course content does not have much
in the form of labs nor a strong focus on training towards the
needs of the professionals in the sector.

In addition to the books and academic coursework, profes-
sional training courses exist that attempt to prepare students
and professionals for careers in the emerging Smart Grid
cybersecurity domain. This includes the Global Information
Assurance Certification (GIAC) newly launched certification
program known as the Global Industrial Cyber Security Profes-
sional Certification (GICSP) [33] which is designed to assess
a specific body of knowledge thought to be representative
of the necessary knowledge in this sector. To accomplish
training in this sector various approaches exist, including 1)
Samurai SCADA security course [34]; 2) Cybati’s Critical
Infrastructure and Control System Cybersecurity course [35];
3) SCADAhacker’s Industrial Control System Cyber Security
Training course [36]; 4) SANS ICS410 ICS/SCADA Secu-
rity Essentials [37], and 5) Cimation’s ICS/SCADA Security
courses [38]. An analysis of coverage and mapping to sector



needs has been addressed as part of this work and is available
online [9] and in graphical form in Figure 3.

There are also other cyber-physical power system testbeds
that exist in national labs, academia, and industry. However,
while testbeds such as [39] provide a cyber-physical testbed
for research utilizing power system hardware and software
they are focused on research purposes and do not have the
adaptability and reconfigurability to be leveraged for this type
of education based training. The TCIPG testbed [40] predates
the other academic testbeds by several years, having been
formed in 2006 and details published in 2009. While the
physical manifestation of the testbed is useful, the technology
developed to configure and adapt it at will is essential to the
type of flexibility needed for education and training.

V. SMART GRID CYBERSECURITY LABS

A. Trustworthy Cyber Infrastructure for the Power Grid
(TCIPG)

Researchers from the University of Illinois at Urbana-
Champaign, Dartmouth College, the University of California at
Davis, and Washington State University came together to form
TCIPG and address the challenge of how to protect the nation’s
power grid by significantly improving the way the power grid
infrastructure is built, making it more secure, reliable, and safe.
This Department of Energy-funded project, with support from
the Department of Homeland Security, recognizes that today’s
quality of life depends on the continuous functioning of the
nation’s electric power infrastructure, which in turn depends
on the health of an underlying computing and communication
network infrastructure that is at serious risk from both mali-
cious cyber attacks and accidental failures. These risks may
come from cyber hackers who gain access to control networks
or create denial of service attacks on the networks themselves,
or from accidental causes, such as natural disasters or operator
errors.

TCIPG is addressing trust issues in the next-generation
power grid cyber infrastructure, and has developed educa-
tion and training material as well as a large-scale cyber-
physical testbed to facilitate that research. This testbed pro-
vides a proving ground that validates technologies before
commercialization, as well as forming the basis around which
much of the research is accomplished. The main purpose
of the testbed facility is to serve as a realistic, flexible,
configurable, and easily customizable environment that enables
innovative research, and subsequently education, in end-to-
end trustworthy power system communications and control.
The facility uses a mixture of commercial power system
equipment and software, hardware and software simulation,
and emulation to create a realistic representation of the electric
power grid. That representation can be used to experiment with
next-generation technologies that span communications from
generation through consumption and everywhere in between.
In addition to offering a realistic environment, the testbed
facility is instrumented with the latest research and commer-
cial tools to explore problems from multiple dimensions, so
that researchers can tackle in-depth security analysis, testing,

visualization, data mining, leverage federated resources, and
develop novel techniques for integrating these systems in a
modular way.

B. Cybersecurity Lab for the Smart Grid

The knowledge acquired over the past nine years through
operating the TCIPG center and the corresponding testbed has
allowed for the creation of training and education material
on a wide variety of Smart Grid topics. Having platforms for
research is a strong step forward, but enabling those platforms
to facilitate education is another complex step. Towards this
goal, TCIPG created a hands-on SCADA security module
that was taught at their bi-annual TCIPG Summer School
in June 2013. This Summer School focuses on providing
cutting-edge education in Smart Grid systems ranging from
fundamentals through advanced topics. The aim is to provide
a comprehensive high-intensity and in-depth survey of the
space that leans towards cutting edge topics in Smart Grid
cybersecurity enabling researchers, practitioners from both
vendors and utilities, as well as government to rapidly acquire
the necessary domain knowledge surrounding cybersecurity in
the Smart Grid.

This Summer School has been conducted three times with
new course material presented at each instance. This material
covers a variety of topics that are essential to understanding
the Smart Grid and then further to work towards securing and
protecting it. The hands-on SCADA assessment lab built a
lab-based environment that mimics a general small electric
utility (such as a cooperative or municipality) that is attempting
to be proactive by securing their infrastructure. That com-
pany, TCIPGco, is at the center of the scenario. TCIPGco
is a fictional utility for which the students in the exercise
conducted a three-stage assessment, looking to accomplish
specific security related goals. The goals were designed to
reinforce the skills that are conveyed in the presented material
and designed to help gain a fundamental understanding of
the types of techniques and tools that are used in an ethical
assessment.

Although TCIPGco is a fictional company and a virtual
scenario, the details of which were manipulated and tailored
for educational value, the techniques and discoveries that came
up as that scenario played out are representative of real issues
that could be seen in the field. Emphasizing the impact of
information disclosure and lack of fundamental security as a
culture that can result in systemic security failures.

The types of topics covered in that course include 1)
Ethical approach to assessments, 2) Enumeration techniques,
3) Assessment techniques, and 4) SCADA specific manipu-
lation and assessment. Through these topics, attendees both
learned new material and engaged those new skills through
discovery and application to accomplish targeted goals. This
allows the attendees to explore cyber security provisions and to
understand how choices, human behavior, deployment issues,
and other real world situations influence the security of the
system and ultimately determine the efficacy of the security
measures that are protecting it.



In going through this hands-on course, students engage
in a phased approach that teaches them particular skills
and then allows them to apply those skills as they work
through understanding and assessing the target fictitious utility.
They learn about cybersecurity topics and tools as well as
information about the company, its people, and the reality of
deploying security in a utility. In these exercises, everything
is representative of real-world scenarios, but at no point is
anyone taught actual exploitation of critical infrastructure.
They merely leverage the skills and tools to attack a system
that is comprised of representative, but not vendor specific,
implementations of a control system.

C. Roadmap

Specialized training is traditionally a money-driven and
mission-oriented business, focused on bringing a particular
audience up to speed with the intended knowledge. This
approach, while sometimes quite effective, does not put the
material into the hands of the broad general public instead
limiting it to those that can afford to pay for the often
costly training. This often does not include public entities
or academia, as the training tends to be out of reach of
most of those participants. Further, it necessitates the direct
involvement of subject matter experts to actively teach the
topic areas which therefore is limited by instructor availability
both in location and timing. In many cases, this material is
just a derivation of prior material from another sector that is
adapted slightly for the new domain. While adaptation can be
effective, it is not an optimal solution for something as specific
and critical as the electric power grid.

This project feeds into work that aims to change the training
landscape by making self-standing and self-paced training that
is openly available and easily modifiable. Further, the focus
on a modular approach that encourages use and extension to
suit each target audience provides strong flexibility. This also
builds on the lessons learned from the existing TCIPG training
sessions and the hands-on exercises that were created as part
of the TCIPG Summer School.

Since the intent is to leverage this work and its correspond-
ing analysis to create coursework in an open realm, this output
will help reduce the cost of training broadly and increase the
availability of material that helps convey the appropriate body
of knowledge. To realize this, the current curriculum will be
expanded, which will focus on the what and how part of the
equation. By this, we mean that there is a lot of time spent
by various organizations on training people on the skills and
tools that are involved in cybersecurity, but little time spent at
actually understanding the fundamental premise behind those
tools or skills. In academia, there is often a focus on the
fundamentals and theories, but not necessarily the application
and transition to practice of those theories. This material aims
to bridge that gap, explaining the subject areas, the necessary
fundamental concepts to address those areas, and what the
remaining research or operational problems are in the space
that have yet to be fully solved.

These areas are to be explored through both slide material
and hands-on exercises that re-affirm the competency in the
subject matter while showing the application of that expertise
in the particular domain. This will further reaffirm the skill
sets while bringing the fundamental concepts to bear in actual
application.

VI. PRELIMINARY ASSESSMENT
A. TCIPG Summer School

The TCIPG Summer School is a bi-annual event that is
organized by the members of TCIPG. It combines academic
researchers with members of Industry to teach pertinent topics
on Smart Grid cybersecurity in a tightly packed week-long
event. This event has been executed three times over the past
several years and has been hugely successful. The summer
school complements research and other educational activities
at TCIPG, which is funded by the U.S. Department of Energy
and U.S. Department of Homeland Security.

More specifically, the TCIPG Summer School program is
designed to provide an essential background in the basics of
security and resiliency for cyber infrastructure in power and
smart grids. Participants gain an understanding of the smarter
energy systems evolving from the power grid, as well as
associated cybersecurity challenges of those systems. Experts
from industry, national labs, academia, and government lead
sessions that include industrial case studies and examples from
current research that highlight the challenges and advanced
topic areas of the modernized electric power grid. A Lightning
Talk Session is also held that features 5-minute pitches from
select summer school participants about bold, new ideas for
research activities, products, or outreach. Deep dive sessions
are also conducted that partner industry and academic experts
to explore critical security topics in depth. In addition to all
of that material covered, the hands-on SCADA (supervisory
control and data acquisition) security assessment training lab
is also offered to a limited number of participants on a first-
registered, first-served basis.

B. Lab Session

TCIPG researchers created a portable lab that was brought
to the Summer School, providing extended training sessions
on ethical security assessment. Training was delivered using a
platform designed to provide controlled exposure to SCADA
communication mechanisms and systems that are currently
the subject of research in the TCIPG testbed. Instructors
provide demonstrations and training on assessment tools that
are widely used or are in some cases under development in
the TCIPG program. The training is built around a hands-
on exercise that allows participants to apply what they have
learned in a controlled three phase environment.

The hands-on lab ran for 6 hours and covered a variety
of topics including 1) Ethical approach to assessments, 2)
Enumeration techniques, 3) Assessment techniques, and 4)
SCADA specific manipulation and assessment. These topics
were covered in three phases of the scenario to allow re-
searchers to build upon their knowledge base and leverage



their acquired skills to get further in the specific goals than
they could previously without those skills. The goals were
varied, including gathering information, leveraging that in-
formation to gain control of an asset, reversing encryption
schemes, and determining system-wide operation to modify
the process or disrupt its operation.

The response to the lab was so great, that the Summer
School ended up running three full labs, with some additional
spillover rather than the originally planned two courses. Each
participant was organized as part of a team, consisting of
roughly 8 participants per team. This team based approach was
chosen to both facilitate the affirmation of the newly acquired
skills as well as building upon the strengths and weaknesses of
each participant to form teams that were adequately equipped
to solve whatever problems they may need to tackle.

Students were required to bring a laptop, and then leveraged
remote desktop connectivity to the portable lab environment
that set up a fully contained TCIPGco company instance for
each team. A TCIPGco instance consisted of seven virtual
machines that were running on a VMWare vSphere server. The
TCIPGco instance was broke up into a corporate environment,
engineering network, and SCADA network with separation
between each of the zones. In the environment, there was
a mixture of Windows and Linux systems that allowed the
company to carry out its business and the employees the
ability to monitor and manage the control system to operate
appropriately.

In the SCADA zone, a small environment was created that
was representative of a SCADA control system, with monitor-
ing and relay components that were visualized and controlled
via a Human Machine Interface (HMI). These components
were created from scratch and leveraged their own simple
communication protocol for moving data back and forth. The
realities of power grid modernization were also in effect here
by having TCIPGco in the middle of a security overhaul where
the company was adding encryption to the communications
protocol and securing other parts of the infrastructure. Just
like the real world, these modernizations and transitional
phases can result in oversights or misconfigurations. These
issues are part of what the class teaches attendees to detect
and understand, and then to ultimately leverage to aid in
accomplishing goals of the security assessment.

The portable environment cost approximately $15,000 and
consisted of a 2U rack-mount server that had 24 effective
processors and 512GB of RAM, along with various support
resources and network infrastructure. This system virtualized
out the TCIPGco environment, setting up a dedicated learning
environment for each team, making sure that no individual
team would overlap with another. To handle this, the envi-
ronment setup and manipulation were automated to allow for
easy and quick environment setup, reset, and transitioning
from phase to phase. The implementation of the SCADA
environment was designed to be flexible and allow for easy
manipulation of behavior to facilitate future changes. Further,
systems in the instance had various patch levels to both allow
for machine compromise and to show the reality of patch

management affecting security.

All of the participating teams and their supporting virtual-
ized infrastructure were separated out to provide full network
isolation from each other. This was done by leveraging at least
one VLAN per team along with IP subnetting. The networking
was provided from a single core switch which then connected
out to unmanaged switches in a hub and spoke model that
provided the final connectivity to the participants.

Various back-end systems were in place to both provide the
connectivity and to stage the phases of the scenario that were
being executed. As mentioned, the environment was scripted
out to automate the setup and tear-down, and a set of firewall
scripts were created to represent topology variations to the
end users as they garner new footholds on the systems. These
tools allow for the rapid setup, configuration, variation, and
adaptability of the architecture.

C. Assessment

Q1. The amount of material covered was adequate,

Q2. The material was relevant and useful,

Q3. The material was too challenging,

Q4. The instruction team did a good job of presenting the material,
Q5. The instruction team addressed audience questions well,

Q6. The instruction team provided good hands-on assistance,

Q7. Overall Lab Satisfaction.

TABLE I
SURVEY QUESTIONS GIVEN TO THE UIUC TCIPG SUMMER SCHOOL LAB
PARTICIPANTS.

Overall Lab Satisfaction
20
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Fig. 2. Overall lab satisfaction, Q7.

D. Discussion

While the evaluation of the hands-on course was not excep-
tionally deep, the survey provided a basis for understanding the
acceptance of the approach and how amenable the attendees
were to this format. Future efforts will allow for more detailed
observation as the efficacy of this approach and for the creation
of competency-based assessment of the knowledge conveyed.

Some of the material that was created as part of the TCIPG
Summer School and other TCIPG related activities have also
been re-purposed into other forms. For instance, for two years
now, pieces of the material have been used to teach a special
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topics section of the University of Illinois Urbana-Champaign
CS463 Computer Security II course. This special topics section
involves two lectures on Smart Grid cybersecurity topics and
has been very well received as a topic area for the course.
Analysis of the material usage in that class is ongoing and
each year feedback is utilized to determine popular topics and
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areas of needed improvement. Other pieces of material have
also been leveraged for topic areas surrounding privacy in the
Smart Grid and its implications to hot-topics in privacy across
various industries.

Beyond the academic settings, the material has also been
used to give short-courses to IEEE PES members, as well as
to DOE and DHS program managers. The aim of these short-
courses was to provide some background knowledge and to

weeXplore the domain with particular topics of interest to the

audience, allowing them to understand those topic areas at a
mid-level of detail and determine the mapping between those
topic areas, the problems they have, and the solutions that they
are overseeing the creation of.

All of the re-use of the material, and the intended primary
use of the material have been very well received. The fact
that the material has been adapted in so many ways already
goes to show that the material is fairly flexible already. This

wesupports the desire to further refine and expand the content

and supports the mission of creating an open, modular, and
widely available coursework.

VII. CONCLUSION AND FUTURE WORK

This preliminary work has been shown to be modular and
adaptable in practice. Even more importantly, it has been
shown to be very effective at conveying the necessary topic
areas and solidifying expertise in those areas that provides a
base for further expansion. It is further based on the pillars of
pedagogy of active learning, project based learning, Piaget’s
learn by doing posture, and constructivism approaches.

Our hope is that this core material will continue to grow



and provide applicability to a variety of entities. The follow-up
work of this effort will aim to provide both a cohesive body of
knowledge while also being modular and adaptable to various
audiences. The existing material will be further reworked and
expanded to form the core of this curriculum when combined
with the hands-on exercises that reinforce the material at hand.
We are also planning to conduct extensive evaluation of the
labs in a variety of settings, to analyze the results and report
them in future publications. There is intent to release the initial
content, an archive of video lectures, and related activities
by the end of this year with a subsequent update pushed out
thereafter with the above-mentioned updates.

Finally, all of the coursework and its supporting exercises
are planned to be released to the world utilizing an openly
available licensing scheme. There is already traction for this
work to be utilized as the basis for future courses, training
efforts, and education throughout the world.
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