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¢ Design an efficient monitoring architecture to detect and ey R
potentially prevent intrusions targeting or originating from an
advanced metering infrastructure (AMI).

Connections analyzed: 57
Nodes detected: 24

¢ Implement a prototype of this monitoring solution and validate
its accuracy and applicability.
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Fundamental Questions

What are the threats targeting the AMI? Research Results
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Which detection technology to develop to cover these threats? ¢ Thieat model revicwed:

e What monitoring architecture to deploy?

Cross-disciplinary documents Industry Research: Academic Research:
s : : & standards: InGuardians, IBM, Itron AMI and SCADA threat models,
e How to automatically respond to security compromises? NISTIR 7628, OpensG (oUSEaL D e A bR DS soltion
e How to provide large-scale situational awareness?
Attack Technig | Attack C
Network Compromise
C hal Ie n es Communication interception | Integrity of configuration and routing operations
g and traffic analysis Inconsistent traffic origin or destination

Integrity of communication traffic

Traffic modification, injection 2 ;
Ly ’ | lllegitimate system or network operations

¢ Large-scale environment.

and replay Inconsistent traffic origin or destination
e Real-time and cost efficiency requirements. System Compromise
; ; L. soss lllegitimate system or network operations
* Sensors to run on low-computation hardware with limited fUnonstenan Inconsistant teaffic origin or destination

memory. anthenticatiopiviolation lllegitimate use of credentials

Illegitimate system or network operations
istent traffic origin or di i
Integrity of node software or hardware
lllegitimate system or network operations
Inconsistent traffic origin or inati
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Sy e Comprehensive monitoring architecture defined:
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Checking of routing protocol

using : ton in Python
Aoz uaing pyllopeap Checking of application operations
Checking of packet headers (firewall)
Head-end Smart Meter

Checking of node’s health reports

Simulation using Table TstBench and protocol stack from C1222.net "
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Broader Impact

Monitoring of traffic characteristics

Monitoring of wireless signal

¢ Definition of a rigorous process for utilities and vendors to
design and develop an efficient monitoring architecture.

¢ Discussion with industry partners (Fujitsu, EPRI, and Itron) to
collaborate on development and evaluation, and to plan for
future technology transfer.
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