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Introduction to Computer Networks
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Chapter 1: Introduction

Our goal:

a get “feel” and
terminology

a more depth, detail
later in course

Q approach:

< use Internet as
example

Overview:

Q what’ s the Internet?
Qd what’s a protocol?

O network edge; hosts, access
net, physical media

Q network core: packet/circuit
switching, Internet structure

a protocol layers, service models
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Chapter 1. roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
O circuit switching, packet switching, network structure

1.4 Protocol layers, service models
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What' s the Internet: “nuts and bolts”
view

B rc 3 millions of connected  Mobile network
ﬂ server compu‘ring devices:
hosts = end systems
laptop

cellfor % running network
j handheld apps

Q communication links

(@iJ" access % fiber: copper,

points radio, satellite
— wired

links & Yransmission
rate = bandW/.dfh

= Q routers: forward
router packets (chunks of
data)

@D .
wireless
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“Cool” internet appliances

Web-enabled toaster +
weather forecaster

IP picture frame
http://www.ceiva.com/

World’ s smallest web server
http://www-ccs.cs.umass.edu/~shri/iPic.html Internet phones
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What’' s the Internet: “nuts and bolts”

view
Q protocols control sending,
receiving of msgs
% e.qg., TCP, HTTP, Skype, ICCP
Q Internet: “network of
networks”
< loosely hierarchical
<+ public Internet versus
private intranet
Qd Internet standards
% RFC: Request for comments

« IETF: Internet Engineering
Task Force

Mobile network
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What' s the Internet: a service view

d communication
infrastructure enables
distributed applications:

+ Web, VoIP, email, games,
e-commerce, file sharing

Od communication services
provided to apps:

<+ reliable data delivery
from source to
destination

+» “best effort” (unreliable)
data delivery
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What' s a protocol?

human protocols:

Q “what’ s the time?”
Q “I have a question”
Q introductions

.. specific msgs sent

.. specific actions taken
when msgs received,
or other events

network protocols:

O machines rather than
humans

A all communication
activity in Internet
governed by protocols

protocols define format,
order of msgs sent and
received among network
entities, and actions
taken on msg
transmission, receipt
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What' s a protocol?

a human protocol and a computer network protocol:

@Wﬂ
reques f

TCP connec’rnon
>
response

Get hT‘rp / /wwwwkurose—ross

. —
—<file>
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Another time Protocol

A GPS Clock connected to an SEL 3354 with
NTP service

a A Linux box requests to synchronize clock

X/ ntp.trace [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEGoe cEXRE A¢sxwTF L EE aaafl -

Filter: | v | Expression...
No. |Time |Source |Destination |ProtocoI|Length|Info |
1 0.000000 192.168.80.193 192.168.80.22 NTP 90 NTP Version 4, client
20.2 ] 1 2 192.1 3 NTP 90 NTP Version 4,
3 2.199814 192.168.80.193 192.168.80.22 NTP 90 NTP Version 4, client
4 2.249506 192.168.80.22 192.168.80.193 NTP 90 NTP Version 4, server
5 4.199808 192.168.80.193 192.168.80.22 NTP 90 NTP Version 4, client
6 4.248507 192.168.80.22  192.168.80.193 NTP 90 NTP Version 4, server
7 6.199825 192.168.80.193 192.168.80.22 NTP 90 NTP Version 4, client
8 6.247569 192.168.80.22 192.168.80.193 NTP 90 NTP Version 4, server

D User Datagram Protocol, Src Port: ntp (123), Dst Port: ntp (123)
<~ Network Time Protocol (NTP Version 4, server)

4

vuZu
0030
0040
0050

Flags: 0x24

Peer Clock Stratum: primary reference (1)

Peer Polling Interval:
Peer Clock Precision:
0.0000 sec

Root Delay:
Root Dispersion:

Reference ID: Unidentified reference source 'SEL_"

0.00

invalid (3)
0.000001 sec

10 sec

Reference Timestamp: Sep 26, 2012 17:18:55.766066000 UTC
Origin Timestamp: Sep 26, 2012 17:18:58.523364000 UTC
Receive Timestamp: Sep 26, 2012 17:18:58.516435000 UTC
Sep 26, 2012 17:18:58.766139000 UTC

Transmit Timestamp:

SU CL WY /D WU /D
00 00 00 00 00 40
2 4a d4 od b7 82
1f ca d4 od b7 82

Yy 38
53 45
85 fb
c4 21

40 U0 24 UL U3 eC vy vy
4c 5f d4 od b7 7f c4 1c
39 5c d4 od b7 82 84 35
bb 60

S

O #[Ethernet (eth), 14 bytes

{Packets: 8 D... | Profile: Default
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Chapter 1. roadmap

1.1 What is the Internet?
1.2 Network edge

0 end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Protocol layers, service models
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A closer look at network structure:.

Q network edge:
applications and
hosts

Q access networks,
physical media:
wired, wireless
communication links

d network core:

< interconnected
routers

+ network of
nhetworks

Introduction
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The network edge:

0 end systems (hosts): .
+ run application programs
+ e.g. Web, email,, ICCP
+ at “edge of network” peer-peer

Q client/server model

<+ client host requests, receives
service from always-on server

= e.g. Web browser/server; emil et/
client/server

Q peer-peer model:

» minimal (or no) use of
dedicated servers

+ e.g. BitTorrent, smart meters

Introduction
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‘Level 4

| Enterprise Systems:
Business Planning
|and Logistics /
Engineering Systems
ICS Web ICS Business
Application Client Application Clien
AN / WAN
Level 3 LA \

Operations Management:
System Management /

OPC Server

Supervisory Control Information Server
Application Server
Replicated Web Server
Database
Level 2 ‘ Vendor or
Supervisory Control Equipment: Engineer

Supervisory Control Functions / Access

Site Monitoring and
Local Display

istorical
Database

=

Real-time

Dalakices Communications

Processor

Supervisory
Control Local Display

Level 1

Control Equipment:
Protection and

Local Control Devices

Level 0
Equipment Under Control:
Sensors and Actuators

Identify clients/servers I-14

Temperature Pressure
Sensor Sensor




Access networks and physical media

Q: How to connect end .
systems to edge router? jlé:@

0 residential access nets R x|/
Q institutional access = o
hetworks (school, P % / /
company) “© S

0 mobile access networks /x

Keep in rr.u’nd: | By //f,\ .

a bandwidth (bits per O N q
second) of access @ oy 3
hetwork?

O shared or dedicated?
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@I access: point to point access

Q Dialup via modem

% up o b6Kbps direct access to
router (often less)

+ Can’ T surf and phone at same
time: can’ t be “always on”

Q DSL: digital subscriber line
<+ deployment: telephone company (typically)
% up to 1 Mbps upstream (today typically < 256 kbps)
% up to 8 Mbps downstream (today typically < 1 Mbps)
<+ dedicated physical line to telephone central office
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Home networks

Typical home network components:
QO DSL or cable modem

3 router/firewall/NAT

Q Ethernet

Q wireless access

, &
point

&2
&
Toc/a T:;Zm cable  router/ g
headend modem  firewall @ |
wireless

access

Ethernet point

Introduction
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Physical Media

Q Bit: propagates between
transmitter/rcvr pairs

a physical link: what lies
between transmitter &
receiver

Q guided media:

< signals propagate in solid
media: copper, fiber, coax

0 unguided media:

%+ signals propagate freely,
e.g., radio

Twisted Pair (TP)

3 two insulated copper
wires

+ Category 3: traditional
phone wires, 10 Mbps
Ethernet

+ Cath: 100/0Mbps
+ Cat6: 10 Gbps

+ Difference is the
number of twists/m
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Physical Media

aPLC

<+ Data carried over
power lines

<+ Long haul

- Low frequency
(100-200 Hz)

« Low bandwidth
« Used in transmission

<+ Short haul
- TEEE 1901

Q Security issues??

Introduction
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Physical Media: coax, fiber

Coaxial cable: Fiber optic cable:
O two concentric copper Q glass fiber carrying light

conductors pulses, each pulse a bit
Q bidirectional Q high-speed operation:
3O baseband: = high-speed point-to-point

transmission (e.q.,

< single channel on cable : :
10" s-100" s Gps)

+ legacy Ethernet

2 broadband: Q low error rate: repeaters
+ multiple channels on spaced far apart ; immune
cable to electromagnetic noise
+ HFC

— TRy
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Physical media: radio

Q signal carried in
electromagnetic
spectrum

Q no physical “wire”

3 bidirectional

QO propagation
environment effects:
+ reflection

% obstruction by objects
« Interference(??)

Radio link types:

Q terrestrial microwave
+ e.g. up to 45 Mbps channels
a LAN (e.g., Wifi)
+ 11Mbps, 54 Mbps
Qd wide-area (e.g., cellular)
+ 36 cellular: ~ 1 Mbps

Qd satellite

<« Kbps to 45Mbps channel (or
multiple smaller channels)

+ 270 msec end-end delay
<+ geosynchronous versus low
altitude
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Chapter 1. roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Protocol layers, service models
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The Network Core

0 mesh of interconnected
routers

Q the fundamental
question: how is data
transferred through net?

% circuit switching:
dedicated circuit per
call: telephone net

<+ packet-switching: data
sent thru net in
discrete “chunks”

Introduction
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Network Core: Circuit Switching

End-end resources
reserved for “call”

Q link bandwidth, switch
capacity

0 dedicated resources:
no sharing

Q circuit-like
(guaranteed)
performance

Q call setup required
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Network Core: Circuit Switching

network resources 0 dividing link bandwidth
(e.g., bandwidth) into “pieces”
divided into “pieces” + frequency division
Q pieces allocated to calls <+ time division

d resource piece idle if
not used by owning call
(no sharing)
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Circuit Switching: FDM and TDM

Example:
4 users EHCILCIE

FDM

frequency

time
TDM

A

frequency I I I I I

time

>
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Network Core: Packet Switching

each end-end data stream
divided into packets

Q user A, B packets share
network resources

Q each packet uses full link

bandwidth

O resources used as needed

resource contention:

O aggregate resource
demand can exceed
amount available

0 congestion: packets
queue, wait for link use

d store and forward:
packets move one hop
at a time

+ Node receives complete
packet before forwarding
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Packet Switching: Statistical Multiplexing

100 Mb/s

A @eme’r statistical mulr/plexmg ;@
O ....lllll_l/__rDDDé@

4 1.5 Mb/s

1By /

queue of packets
waiting for output
link |

@ -

Sequence of A & B packets does not have fixed pattern,
bandwidth shared on demand ® statistical multiplexing.

TDM: each host gets same slot in revolving TDM frame.
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Packet switching versus circuit switching

Packet switching allows more users to use network!

a 1 Mb/s link

d each user:
+ 100 kb/s when “active”
« active 10% of time

N users
Q circuit-switching:
< 10 users

@/ 1 Mbps link
Q packet switching:

N :Irl'z}lgcfb?lﬁri/e:iO active Q: how did we get value 0.0004?

at same time is less
than .0004
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Packet switching versus circuit switching

Is packet switching a “slam dunk winner?”

a great for bursty data
< resource sharing
<+ simpler, no call setup
0 excessive congestion: packet delay and loss

< protocols needed for reliable data transfer,
congestion control

O Q: How to provide circuit-like behavior?
<+ bandwidth guarantees needed for audio/video apps
< still an unsolved problem
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Internet structure: network of networks

3 roughly hierarchical

a at center: “tier-1" ISPs (e.g., Verizon, Sprint, AT&T,
Cable and Wireless), national/international coverage

+ treat each other as equals

Tier-1 :
i (R
interconnect

Clp g
privately Tier 1 ISP

Tier 1 ISP
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Tier-1ISP: e.g., Sprint

IUNaEr 53

B " Spokanss
v & — POP: point-of-presence —

to/from backbone
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Internet structure: network of networks

Q “Tier-2" ISPs: smaller (often regional) ISPs
% Connect to one or more tier-1 ISPs, possibly other tier-2 ISPs

Tier-2 ISPs

@ also peer
; /pr'iva’rely with

Wr 1 ISP each other.

Introduction 1-33
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connectivity to
rest of Internet
Q tier-2 ISP is
customer of
tier-1 provider




Internet structure: network of networks

Q “Tier-3” ISPs and local ISPs
<+ last hop (“access”) network (closest to end systems)
Local and tier-

B Ei
3 ISPs are @ @
customers of Tier 1 ISP
higher tier
ISPs
conhnecting

them to rest Tier 1 ISP T

. O
of Internet er 1 ISP@
@ @ @ Introduction 1-34




Internet structure: network of networks

Q a packet passes through many networks!
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Chapter 1. roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Protocol layers, service models
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Protocol “Layers’

’

Networks are complex!
O many “pieces’:

% hosts

% routers

+ links of various
media

< applications
<+ protocols

< hardware,
software

Question:

Is there any hope of
organizing structure of
network?

Or at least our discussion
of networks?
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Organization of air travel

ticket (purchase) ticket (complain) 4
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing

airplane routing airplane routing
\ airplane routing /

da series of steps
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Layering of airline functionality

e

ticket (purchase) ticket (complain) ticket
baggage (check) baggage (claim baggage
gates (load) gates (unload) gate
runway (takeoff) runway (land) takeoff/landing
airplane routing airplane routing airplane routing airplane routing airplane routing
departure intermediate air-traffic arrival
airport control centers airport

Layers: each layer implements a service
< via its own internal-layer actions
<+ relying on services provided by layer below
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Why layering?

Dealing with complex systems:

Q explicit structure allows identification,
relationship of complex system’s pieces

+ layered reference model for discussion

Qd modularization eases maintenance, updating of
system

+ change of implementation of layer’ s service
transparent to rest of system

%+ e.g., change in gate procedure doesn’ t affect
rest of system

Q layering considered harmful?
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Internet protocol stack

Q application: supporting network
applications
< FTP, SMTP, HTTP

a transport: process-process data
transfer
+ TCP, UDP

A network: routing of datagrams from

source to destination
+ IP, routing protocols

Q link: data transfer between
neighboring network elements
+ PPP, Ethernet

a physical: bits “on the wire”

application

transport

network

link

physical

Introduction
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ISO/0OSI reference model

a presentation: allow applications to

interpret meaning of dataq, e.g., application
encryption, compression, machine- :
specific conventions presentation
Q session: synchronization, Session
checkpointing, recovery of data transport
exchange
€ e network
d Internet stack “missing” these .
layers! link
+ these services, if needed, must physical

be implemented in application
<+ needed?
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Encapsulation

message | M appli¢ation
segment |Hi M trangport
datagram|H, Hy| M network
frame [H[H]H] M link
phyJ:icaI
link
hysical .
pny =<
switch
destination Hi Hil M || nefwork
M pplication Hy[Ho Hy| M “”!‘ Ho Hi| M
H M | [l}transport physical X
HaHi M network =
iR A M link router
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