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THREAT INTELLIGENCE ENABLE ORGANIZATIONS TO
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Understand cyber activity that is being observed

IEé Prioritize threats and vulnerabilities that need to

—

monitored

J@M&WGain a historical perspective of threat activity

<» Comprehend how attacker moves along cyber Kill _

%
chain -

N/ .
A'A Understand motives of the threat actor

@ Determine mitigation action, either proactive or

reactive, against threat activity —



ANNUAL INDUSTRY WORKSHOP - NOVEMBER 12-13, 2014

Collect

Gather intelligence

from multiple

sources/feeds and

parse into

standardized data

constructs.

Normalize
& Validate

Coalesce disparate
pieces of intel, remove
ambiguity redundancy,

and validate veracity
of intel.

TRUSTWORTHY CYBER INFRASTRUCTURE FOR THE POWER GRID | TCIPG.ORG

OPERATIONALIZE THREAT INTELLIGENCE

Contextualize

& Prioritize
Identify relevance of
intelligence to given
sector/organization
and prioritize it for

analysis and
actionability.

Communicate
Share enriched
threat intelligence
internally &

Analyze
Assess intelligence for
actionability and add
insights to increase
speed & improve
confidence in
actionability.

externally.

Observables

10C

Exploit Target

Standard Data Model

Incident TP

Actors Campaigns Course of Action

* Proprietary Sources
* Threat Exchange

* Open Source Intel
Data

* Asset Management
* Security Operations

* Vulnerability
Management

* Incident Management

* Security Operations

* Vulnerability
Management
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» Collecting & Sharing threat intelligence with
trusted partners

— Standards based M2M sharing
« CyBOX, STIX, TAXII, CRISP

— Connecting electricity sector organizations using
standardized representations
« ES-ISAC, MS-ISAC, ICS-CERT

» Speeding exchange of threat intelligence

— Automate process of filtering, analysis and
distribution



