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Goals and Motivation Research Results

* We can inventory, measure similarity, and see the usage of high-level

Goal: A more reliable, consistent, affordable audit driven by the flood of
language constructs in router-configuration files.

data used to configure devices on power control networks
* Since these constructs have names that persist across multiple versions of a

Motivation: Power control networks must comply with NERC CIP
configuration file, we can use these construct types as units of analysis to

e Failure to comply costs up to $1.5 million per day of violation directly quantify network evolution.
* Audit is expensive: a conservative estimate suggests that audits Evolution of Object Groups and ACLs Evolution of Object Group and ACL Similarity
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e Our eXtended UNIX test-processing tools
(XUTools) process such structures.

Thesis

Windows Registry
(serialized to text]

xugrep: extract

ContextFree

Xuwc:  count Facebook Privacy Policy:

(churn, comparisons): (0.0741111578859, 23)

xudiff: compare tradnionaol"unix tools| xutools 0.7,
cat head, xugrep
olit unig  tail xudiff | grep 0]

grep xuwe

diff
we XyDiff

2
n

xmilint  Coccinelle

CIMDIff

L
=

[USENIX LISA 2011, 2012]

content churn
o
W

Research Plan

o . — -
1 o o i S S o o S B B o e

time
e Work with utilities and auditors to evaluate our XUTools
for NERC CIP audit . " .
Interaction with Other Projects

e Use practitioner feedback to improve our tools

* We have been working with Rakesh Bobba, Jun Ho Huh, and Edmond

CIP Provisions |Revision Summary Description Device Dataset Rogers at the University of lllinois at Urbana-Champaign
* A portion of this research has also been funded by a gift from Google.
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g . . Future Efforts: We’ll Help You Audit!
5 RIA Windows Registry
© | cipoto- R1.2, |Baseline configuration development e Work with utilities and auditors to evaluate our XUTools for
R1.5, |and comparison NERC CIP audit.
R2.1
z We Need:
% CIP0054a R5.2 UPd?‘e network documentation Cisco I0S e Feedback on how we plan to evaluate our XUTools
o within 90 days of the change o . e
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