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« Supervisory Control and Data Acquisition (SCADA) systems: control ™ |

and monitor industrial/critical infrastructures such as the power grid. — 1 ] m
» Network intrusion detection systems (IDS): identification of malicious I 1

actions by monitoring and analyzing the network traffic.
* Our goal: determine and develop effective security enhancements Transsction 1D Protocol 1D Length UnitiD FunctionCode  Data

that could guarantee the stability of the system and moderate the odtus o e oS TEPAP PO

system’s vulnerability to malevolent attacks.
» Our idea: system identification and intrusion detection of any potential

jeopardy based on the expected behavior of the system. + Expected packet sequence exchange
o Protocol ID: zero for Modbus
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« What are the physical policies and conditions that should be satisfied o fc 1: read coils -

in order to ensure the normal secure operational state of the system? 1
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RESEARCH PLAN

» Analyze existing industrial devices/relays (ex. SEL-311L relay) and
commonly used protection schemes.

« Expected system behavior
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ne L 0 « System identification based on the expected behavior can be used for
o) ! I / control systems that follow a specific pattern of actions/events.
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o // INTERACTION WITH OTHER PROJECTS

» Define physical models and their corresponding automata, and ) )
implement them on a programmable logic controller (PLC). « TCIPG’s Specification-based IDS for the DNP3 Protocol.

. Deve|op rules of permissib|e device actions. « CEDS prOjeCt with Lawrence Berkeley National Lab (LBNL)

» Develop intelligent anomaly detection techniques.

FUTURE EFFORTS

« Define more complicated physical models for the Modbus TCP/IP and
the corresponding hybrid automata, and implement them on a PLC.

» Monitor in real time the network traffic, confuse the system, and detect
intrusions or malicious actions.
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