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. Validation of Hybrid Control NIDS (HC-NIDS). « Operators are made aware of Cyber-Physical State.

— We developed an experimental framework to test HC-NIDS that
combines simulated physical and control environments interacting
with actual logic controllers (Siemens PLC using Modbus TCP). * TCIPG Specification-based IDS for the DNP3 Protocol.

- Integration with Data Management Services (OSlsoft case study). * CEDS project with Lawrence Berkeley National Lab (LBNL).

— We are collaborating with OSlsoft, one of the industry leaders in
ICS data management systems, to implement inclusion of sensor

tags for appropriately located network taps. » Blind HC-NIDS: Learn the rules by analyzing traffic.
— HC-NIDS rules are then implemented as analytics/queries of the » Integrate OSlsoft with Wireshark so that it can leverage the extensive
OSlsoft database. literature.
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