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CLUSTER THEMES

• Applications of wide-area data, primarily in the 
transmission system

• Cyber infrastructure architecture to support those 
applications

• Securing data in transit

• Security and resilience of subsystems that collect, 
communicate and process data
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TRENDS AFFECTING WIDE-AREA MONITORING AND 

CONTROL – A 10+ YEAR RETROSPECTIVE
A DECADE OF CHANGE 
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EVENTS
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CYBERSECURITY ROADMAPS & REGULATION
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SENSING AND MONITORING

• PMUs: WECC -> EIPP -> ARRA

• Oscillation Monitoring

• Real-time State Estimation

• RAS/SPS/SIPS – protect against bad wide-

area phenomena

• Renewables

• Ever-increasing reliance on cyber 

capabilities, hence increasing cause for 

concern about cyber security
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INTERDEPENDENCIES

http://transition.fcc.gov/pshs/techtopics/techtopics19.html

http://www.indexmundi.com/commodities

Not merely direct dependencies, but 

but also dependency on the cyber-security

of the connected infrastructure
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LARGE-SCALE, TARGETED CYBER THREATS
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COMMODITY NETWORKS, DEVICES AND 

CLOUDS

Image: Grupo Oswal
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STEADY STREAM OF NEW VULNERABILITIES

• In specialized control system equipment

• In commodity software and

• Concern about “back doors” intentionally 

introduced somewhere in the supply chain
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TCIPG RESEARCH FOR WIDE-AREA NEEDS
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IMPACT

• New data communication architectures for 

high-rate sensors

– Increase cyber security and

– Increase functionality

• New applications of PMU data

– Hierarchical linear state estimation

– PMU-based situational awareness tools
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CURRENT WIDE-AREA CLUSTER RESEARCH 

TOPICS

• Tools for understanding and managing risk

– New applications of wide-area monitoring information

– Combined modeling of power system physics and 

cyber networks

– Power system consequences of successful cyber 

attacks

• Protective technologies

– Secure data distribution and storage

– Trustworthy time synchronous measurement systems

– Self-protective hardware

– Cryptographic scalability
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EMERGING RESEARCH CHALLENGES
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EMERGING OPPORTUNITIES AND CHALLENGES

• Vastly increased interdependencies that 
introduce or change vulnerabilities

• More stressed, and potentially less stable 
physical system

• But goal is a more resilient grid, thus

– Provide more automated response to both 
physical and cyber events

– Understand how to achieve resiliency in the face 
of uncertainty about threats and vulnerabilities

– Understand risks to guide system hardening and 
response strategies


