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* Applications of wide-area data, primarily in the
transmission system

 Cyber infrastructure architecture to support those
applications

e Securing data in transit

 Security and resilience of subsystems that collect,
communicate and process data
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TRENDS AFFECTING WIDE-AREA MONITORING AND
CONTROL -A 10+ YEAR RETROSPECTIVE

A DECADE OF CHANGE



U.S.-Canada Power System Outage Task Force
NTSB/PAR-11/01
PB2011-916501
Notation 8275C

Adopted August 30, 2011

Final Report on the Causes and Recommendations

August 14, 2003 Blackout
in the
United States and Canada:

Causes and

Recommendations Pipeline Accident Report
Pacific Gas and Electric Company

Natural Gas Transmission Pipeline Rupture and Fire
San Bruno, California

September 9, 2010

April 2004
National

M Transportation
Safety Board

Federal Energy Reg y Commission 490 L°Enfant Plaza. S.W.

Washington, DC 20594

North American Electric Reliability Corporation

v’ Symantec.

Security Response
January 22, 2008 7:38 AM PST

CIA: Cyberattack caused
W32.Stuxnet Dossier mUItiple'City bIaCKOUt

Version 1.4 (February 2011)

Nicolas Falliere, Liam O Murchu,
and Eric Chien
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Standard CIP-002-3 — Cyber Security — Critical Cyber Asset Identification

Title: Cyber Security — Critical Cyber Asset Identification

Number:  CIP-002-3

Purpose:  NERC Standards CIP-002-3 through CIP-009-3 provide a cyber security
framework for the identification and protection of Critical Cyber Assets to support reliable
operation of the Bulk Electric System.

These standards recognize the differing roles of each entity in the operation of the Bulk Electric
iticali ili s needed to manage Bulk Electric System
. and the risks to which they are exposed.

Business and operational demands for managing and maintaining a reliable Bulk Electric
System increasingly rely on Cyber Assets supporting critical reliability functions and processes
to communicate with each other, across functions and organizations, for services and data. This
results in increased risks to these Cyber Assels.

Standard CIP-002-3 requires the identification and documentation of the Critical Cyber Assets
associated with the Critical A iat support the reliable operation of the Bulk Electric
System. These Critical Assets are to be identified through the application of a risk-based

Applicability:
4.1. Within the text of Standard CIP-002-3, “Responsible Entity” shall mean:

411 Reliability Coordinator.
4.2 Balancing Authority.

413 Interchange Authority.

414 Transmission Service Provider.
415 Transmission Owner.

4.1.6  Transmission Operator.

417 Generator Owner.

418 Generator Operator.

4.9 Load Serving Entity.

4110 NERC.

4.1

Regional Entity
4.2. The following are exempt from Standard CIP-002-3
421 Facilities regulated by the U.S. Nuclear Regulatory Commission or the Canadian
Nuclear Safety Commission.
422 Cyber Assets associated with communication networks and data communication
links between discrete Electronic Security Perimeters.

Effective Date: The first day of the third calendar quarter after applicable regulatory approvals
have been received (or the Reliability Standard otherwise becomes effective the first day of the
third calendar quarter after BOT adoption in those jurisdictions where regulatory approval is
not required)

Approved by Board of Trustees: December 16, 2009 1
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« PMUs: WECC -> EIPP -> ARRA
» Osclillation Monitoring
 Real-time State Estimation

« RAS/SPS/SIPS — protect against bad wide-
area phenomena

« Renewables

* Ever-increasing reliance on cyber
capabilities, hence increasing cause for
concern about cyber security
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Not merely direct dependencies, but

but also dependency on the cyber-security
of the connected infrastructure
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http://www.indexmundi.com/commodities

http://transition.fcc.gov/pshs/techtopics/techtopics19.html



Lockheed Martin Hacked — Rumoured To
Be Linked to RSA SecurlD Breach |

i

Target part of a broader cyber-attack, Russian hackers
allegedly involved

Researchers at Crowdstrike, a security company, believe this People's Liberation Army
complex in Shanghai, surrounded by satellite dishes and dormitory-style residences, is the
headquarters for a group of Chinese military hackers. The Ne T

Reuters/Stelios Varias
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COMMODITY NETWORKS, DEVICES AND
CLOUDS
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 |n specialized control system equipment
* |n commodity software and

» Concern about "back doors” intentionally
iIntroduced somewhere in the supply chain
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TCIPG RESEARCH FOR WIDE-AREA NEEDS
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* New data communication architectures for
high-rate sensors

— Increase cyber security and
— Increase functionality
* New applications of PMU data

— Hierarchical linear state estimation
— PMU-based situational awareness tools
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 Tools for understanding and managing risk
— New applications of wide-area monitoring information

— Combined modeling of power system physics and
cyber networks

— Power system consequences of successful cyber
attacks

* Protective technologies
— Secure data distribution and storage
— Trustworthy time synchronous measurement systems
— Self-protective hardware

— Cryptographic scalability
13
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EMERGING RESEARCH CHALLENGES
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» Vastly increased interdependencies that
iIntroduce or change vulnerabilities

* More stressed, and potentially less stable
physical system
* But goal is a more resilient grid, thus

— Provide more automated response to both
physical and cyber events

— Understand how to achieve resiliency in the face
of uncertainty about threats and vulnerabilities

— Understand risks to guide system hardening and
response strategies
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