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1CIPG

lllinois

— Primary TCIPG Testbed

— Illinois Center for a Smarter Electric Grid
Washington State University

— Energy Systems Innovation Center

— Smart Grid Demonstration and Investigation Lab

Dartmouth
— Zigbee and other misc. equipment

UC-Davis
— Misc. equipment



1CIPG

* Multifaceted environment to explore security
through testbeds, education and training, field
testing, and tool creation

* Facilitate collaboration between researchers
and industry, supporting technology transfer

* Provide positive real-world impact through
engagement and research

 Access or create data to support research



1CIPG

« Enabling hands-on research for smart grid
efforts throughout the worlc

* Helping to define national direction for cyber
physical testbeds and the research that is
conducted in them

* Flexible framework leverages tailored operating
constraints to use resources efficiently

« Open for collaborative research, facility-driven
use, sponsored research, and technical testing
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TCIPG AS CATALYST FOR ACCELERATING INDUSTRY
INNOVATION

1

Vendors/Tech
Providers

Utilities

Sector Needs, Access to
Pilot Deployment, Equipment, R&D
and Data Collaboration

Validation and
Assessment

Solutions



1CIPG

* A lab-contained but true-to-reality
Implementation of critical infrastructure

« Leverages over $6.5 million worth of hardware
and software (much of which is donated)

* Brings together power system equipment,
emulation, and simulation (end-to-end)

« Automated for efficient and effective provisioning
per experiment

e Used for internal TCIPG research, collaboration
with national labs, and projects with industry and
other academics




1CIPG

* Full end-to-end Smart Grid capabllities

« On-grid testing capabilities via Ameren TAC facility
* Full AMI and Solar capabilities

* Real, emulated, and simulated hardware/software
* Real data from Utilities, Industry partners, etc.
 Power and Network simulation and emulation

« Advanced hardware-in-the-loop cyber-physical
simulation

« Security and protocol assessment tools (static/dynamic
analysis, test harnesses, fuzzing)



1CIPG

« RTDS, PowerWorld, PSSE, PSCAD, PSLF, DSAtools, DynRed
* RINSE, tstBench, LabView, OSI PI, OSIli Monarch, SEL, PGDA

« Full range of open source power grid tools (openDNP3, openPDC,
openPG, openXDA/openFLE, openHistorian, SIEGate)

 GPSs, substation computers, relays, PMUs, testing equipment,
PLCs, security gateways, NI platforms

« Power analysis tools, PDCs, data analytics
* Full AMI deployment, TCIPG Smart Meter Research Platform

 RTUs, F-Nets, inverters, oscilloscopes, firewalls, embedded
devices, sensors, spectrum analyzers, SIEMs, IDSs

« Home EMS, energy/environmental monitoring, zighee, automation
« Display wall, visualization (STI, RTDMS), training platforms

« Mu Dynamics, Fortify, security research tools, IBM Tivoli suite

« DETER integration and cyber-physical extension via federation



1CIPG

« DNP3, MODBUS
 ICCP
« 61850 (and -90-5), C37.118
« COMTRADE, SDX
« C12.19/22, DLMS/COSEM
« Zighee (SEP), Zwave

.. and more







1CIPG

* Real Time Digital Simulator
(RTDS)

Pl Servers
« Master Computer

e Substation Automation
Computer

* 5 Relays (w/ PMU functionality)
 Software & Hardware PDCs

« Synchrophasor Vector
Processor (SVP)

« Real Time Automation Controller
(RTAC)

« GPS Clocks (3 Nodes)
« Ethernet Hub

« Amplifiers

« Many Software packages 11
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1CIPG

» Zigbee
— 802.15.4 TelosB/Tmote Sky, 10+ devices.
— 802.15.4 Zigduino, 2 devices
— Atmel RZ USB Stick
— Freakduino
— ApiMote version 4.1B

— Zwave energy management sensor/802.15.4
transmitter

* Other
— Facedancer USB probe
— HackRF whitespace radio
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1CIPG

Computation cluster
 Two Siemens PLCs (S7-1200)
Raspberry Pls

Various Software: OSlsoft, Siemens and
Matlab
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1CIPG

Collaboration
Sponsored Research
Technical Testing
Donations

Together we can help you solve research
problems
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TIM YARDLEY - YARDLEY@ILLINOIS.EDU

VIDEO TOUR
HTTP:/ITINYURL.COM/TCIPGTESTBED
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