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THE PROBLEM

* A number of intelligent electronic devices have
been introduced into the grid, including many
that live on the "edge" of the network.
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* These devices present a security problem for
the power grid, because:
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* These devices present a security problem for
the power grid, because:
— They live in many different places.
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* These devices present a security problem for
the power grid, because:

— They live in many different places.
— They have very little physical security.
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* These devices present a security problem for
the power grid, because:
— They live in many different places.
— They have very little physical security.
— They connect back to the SCADA network.




ANNUAL INDUSTRY WORKSHOP — NOVEMBER 12-13, 2014
! TRUSTWORTHY CYBER INFRASTRUCTURE FOR THE POWER GRID | TCIPG.ORG

« What could an attacker do by compromising
these devices?
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* What could an attacker do by compromising
these devices?

BUSINESS

U.S. Risks National Blackout From Small-Scale Attack

Federal Analysis Says Sabotage of Nine Key Substations Is Sufficient for Broad Outage

a Email 8 Print n Save ° By Comments n u aa m A A
@ ARTICLE EREE PASS ONLY $1A WEEK FOR 12 WEEKS US. 1
Enjoy your free sample of exclusive subscriber content. .\l_ l’»S( “ ] “] \( W »

By REBECCA SMITH  CcONNECT H E
Separate Systems ——
The U.S. has three big regional power grids. But technical obstacles mean the grids have I N r
limited connections between them, making it hard for them to help each other in emergencies. ,
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* |ssues with Prior Work (physical tampering,
SCADA protection)

— It is not powerful enough to differentiate
between malicious and benign tampering.
 Attacker?
* Technician?
« Natural Disaster?

— It too often focuses on detection, not response.
« Single tamper response, if any at all
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» We propose a distributed tamper protection
architecture, where responses for one device
are based on the status of all the others.
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» We propose a distributed tamper protection
architecture, where responses for one device
are based on the status of all the others.
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« System Components

Control

Center
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« System Components
— Tamper Information Points (TIPs)
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« System Components

— Tamper Information Points (TIPs)
— Tamper Decision Points (TDPs)
— Tamper Enforcement Points (TEPS)
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* We will build a tool that utilities can use to
generate a tamper protection system for an
arbitrary network.

Substation Device
Centralized hardware
that lives in a high-
security area and
makes decisions
about tamper
alerts. ]
Examples:
-Switches ;
-Routers ¢

Residential Devices
Sensors (in red) monitor
the state of the environment and g
alert the TDP of any anomalies.
Examples:
-Smart Meters
-Demand-Response
Technology

Pole-Mounted Devices
Sensors (in red) monitor the
cabinet for potential tamper
events.
Examples:
-Recloser Controls
-Network Access Points
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OUR APPROACH

« How will our tool work?
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« How will our tool work?

System Parameters
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* Research Questions:

— How much relevant data can utilities collect to
facilitate decision-making?
« How can we reduce this burden?

— How do we decide on the right response(s)?
* What is the 'utility’ of a given response?
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* Prototype System
Constructed

TIP

File Edit View Search Terminal Help

Flag integer = 48

(0.621, 0.621, 0.621, 0.621)

Read result: Return value = 24, buffer siz
sending an alert!

Alert result: Return value 24, buffer si
Listening...

The TDP says the event is -1.

shake flag = @, light flag = @, cover_flag
Flag integer = 48

(0.621, 0.621, 0.621, 0.621)

Read result: Return value = 24, buffer siz
Ssending an alert!

Alert result: Return value 24, buffer si
Listening...

The TDP says the event is -1.

shake flag = ®, light flag = @, cover_flag
Flag integer = 48

(0.621, 0.621, 0.621, 0.621)

Read result: Return value = 24, buffer siz
Sending an alert!

Alert result: Return value = 24, buffer si
Listening...

The TDP says the event is -1.
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 Plan of Action

— Build our system-generating tool
e Use current prototype as a guide
 Include an event estimation tool

— Design and implement the TEPsS
« Decide what makes a response optimal

— Test the system within the TCIPG Testbed
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* Questions?
e Comments?

* For more info:
— Stop by our poster!

— Check out our paper in
ICMC 2014!

— Contact us!

« Jason.O.Reeves.GR@
dartmouth.edu

o Sean.W.Smith@dartmouth
.edu
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« GE Smart Meter:
http://www.gedigitalenergy.com/SmartMetering/catalog/images/i210/DE_SmartMeters_1210-02.jpg

« OG&E DR Screenshot:
http://www.youtube.com/watch?y=PAsw20RmpRO

» SEL-651R Cabinet:

http://www.gwelec.com/images/products/sel-651r_control.jpg
« Hanover Map: Google Maps

« Mario Hammer Image:
http://www.creativeuncut.com/gallery-15/mlss-mario-hammer.htm|

* Luigi Hammer Image:
http://www.creativeuncut.com/gallery-15/mliss-luigi-hammer.html

« Wall Street Journal Article:
http://online.wsj.com/news/articles/SB10001424052702304020104579433670284061220

« Baker Tower:
http://www.dartmouth.edu/~gallery/seasons/autumn/images/1004-1.jpg

* All clipart from Microsoft Corporation
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BACKUP SLIDES

31



ANNUAL INDUSTRY WORKSHOP - NOVEMBER 12-13, 2014
! TRUSTWORTHY CYBER INFRASTRUCTURE FOR THE POWER GRID | TCIPG.ORG

TEDDI: FACTOR GRAPHS

« Components
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TEDDI: FACTOR GRAPHS

Ml M2 M3 .
<& < <

« Components
— Events
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— Indicators
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TEDDI: FACTOR GRAPHS

 Components

— Events
— Indicators
— Monitors R | |
— "Spider Node" '
G <G > SO
® 9 .
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TEDDI: FACTOR GRAPHS

« How Does It Work?

— P(E; [{My, ..., M{}) =
(P(L | M), 1<j<3)*{(E,, E,,
11, 15, 13)

* What might f include?
— Sequence Tracking
— Indicator Histories
— Conditional Probabilities
— Etc.
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1. Calculate a global state based on TIP data.

TDP

N

TIP TIP

TIP
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1. Calculate a global state based on TIP data.

TDP
M, ..., M} \ My, ..., M}
TIP TIP
M, ..., M}
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1. Calculate a global state based on TIP data.

O

TDP:,
@
Mglobal, = T((IM/) + .50,
Mglobal, = T((TIM)A) + .50,

TIP

TIP
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2. Run the global state through the TDP's
factor graph.

Mglobal

—
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TEDDI: TDP DECISION MAKING

3. See If the event's probability exceeds our
minimum threshold.

Decision

42



1CIPG

4. Send the final decision to the appropriate
TEPs.

TDP

2N

TIP TIP

TIP
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* Response Considerations

— Applicability: Does this TD P

response make sense
here?

— Mitigation: How useful is
this response”?

— Timing: When, and in what
order, should responses be
taken?

— Cost: How expensive is the
response ($, time,
personnel, etc.)?
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TEDDI: PRIOR WORK

Work External Env. | Responds To | Includes User Data Fusion
Status? Events? Preferences? Approach

PQS [3] Indirectly Bayesian
Probabilistic No No Indirectly Bayesian
Event

Correlation [5]

SCPSE [8] No No Indirectly Attack Graph +
HMM
SCADAHawk [4] No No No "Snapshots”
Evidence-Based No No Yes Bayesian
Trust

Assessment [6]

Amilyzer [1] No No Custom IDS "Flow Matching"
Signatures
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