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Global Challenges for Security:
Game Theory for Security Resource Optimization
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Example Model.
Stackelberg Security Games

Security allocation: ——
e Targets have weights
e Adversary surveillance

Adversary

Defender

Target #1

Target #2
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Example Model.
Stackelberg Security Games

| | Adversary
Security allocation: f

e Targets have weights
e Adversary surveillance

Defender

Target #1

Target #2
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Stackelberg Security Games
Security Resource Optimization: Not 100% Security

¢ Random strategy:
®» [ncrease cost/uncertainty to attackers

Adversary

e Stackelbergame:

» Defender commits to mixed strategy
®» Adversary conducts surveillance; respond

¢ Stackelberd=quilibrium: Optimal random?

Defender

Target #1

Target #2
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Research Contributions:
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Applications: Deployed Security Assistants

Ports & port traffic
US Coast Guar

Airports, access  |& oy s A P
roads & flights = |Gt e EcURING
TSA, | s THESKIES

Airport Police

Urban transport
LA Sheri f
Singapore Police

Environment
US CoastGuard,
WWEF |, WCS e
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Key Lessons: Security Games

Decision aids based on computatiogametheory in daily use

¢ Optimize limited security resources against adversaries

Applications yield research challenges: Science of security ga

e Scaleup: Incremental strategy generation\arginals
e Uncertainty Integrate MDPs, Robustne§3,antalresponse

Current applications (wildlife security): Interdisciplinary challer

e Global challenges: Merge planning/learning & security gam
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Evaluation |: Scale up? Handle uncertainty?

Evaluation |I: Realworld deployments

(Patience)
Publications: .

AAMAS, AAARH :
2007 onward
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Airport Security: Mapping to Stackelberg Games

ARMOR: LAX (2007)
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Defender #1

Defender #2

NEwS

- -

ARMOR Operation [2007]
ite Detalled Defender Schedule

Target #1 Target #2

Mixed Int%?r Program

Pita Parfuc\huri

G

Pr(Canine patrol, 8 AM @Terminals 2,5,6) = 0.17

Canine Team Schedule, July 28

Term1 | Term 2 | Term 3 | Term4 | Term S [ Term 6 | Term 7 | Term 8
8 AM Teaml Team3 | Team5
9 AM Teaml | Team2 Team4
10AM Team3 Team5 Team?2 12/59




ARMOR MIP [2007]

a @

Generate Mixed Strategz for Defender Pita Paruchuri

Target #1 Target #2

Defender #1

Defender #2

Maximize defender
3 v 3
Max ”a).( ?Q Rj X| e J- expected utility

Si. a X :]hDefender mixed
i

strategy

é. q; :]hAdversary response
1K,

O¢(a - C,x)¢ (- qj)M{_Adversary best
il X

response




ARMOR Payoffs [2007]
Previous Research Provides Paxoffs N Securitx Game Domains

Target #1 Target #2

Defender #1

Defender #2

: T 3 q 4_I\/Iaximize defender
+ Handling aa T T [ |expected utility

Uncertainty

- Delta Shuttle
Deita Priority
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ARMOR MIP [2007]

Solving for a Single Adversary Type

-------

ARMORethrows gltaLd(

tirtctttrt
nected utility
Uncertain

—aender strategy

s k ersary strateg
&

=

Adversary best
response

15/59



IRIS: Federal Air Marshals Service [2009]
Scale Up Number of Defender Strategles

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

fmr> w--h

- ARMOR IRIS
mmim EGUICLL 5 1000 flights/day
Actlons ~10

sl Complex tours
et o S = 7@ o cHECKPOINT | QP
S i Actlons 1 04 1y

‘y‘_A"rG ba 0600

Image NASA

¢ 1000 Flights, 20 air marshals: Jd.'e)combinations
» ARMOR out of memory

e Not enumerate all combinations:
» Branch and price: Incremental strategy generation
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IRIS: Scale Up Number of Defender Strategies [2009]
Small Support Set for Mixed Strategies

Small support set size: 1000 flights, 20 air marshals:
A Mostxi variables zero

ombinations

max,.a a RXg, Auack Attack
il X jlQ 1000
st. a x =14 q =1 xagg-g-g-"-s—LH-g—e—z-e-g

o x124=0.230kK0am 5-10 4.8 €  -20,9

0¢(a - § C x)¢ (- W—@-m-s—re—e-s—e—ee-e
X x378=0. 123- 1041 rows

x | [0..1], q; | {03
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IRIS: Incremental Strategy Generation
Exploit Small Support

Master

Jain Kieélntvehc

EMUERCTNTNEEE  Siove (1P Dusity Theo

5,-10 -8 -20,9 Best new pure strategy:
Minimum cost network flow

ot i Lt
é

5-10 -8 -20.9
8,10 -8,10 é -8.10 \

Converge: -

GLOBAL [=ai 510

OPTIMAL -8,10

500 rows
NOT 10
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IRIS: Deployed FAMS (2009)

’ ﬁ Load Project ‘

Significant change In operation

Intiellligent Randomization In Scheduling

[LCREATE S

A ein 2011, the Military Operations Research Society selectéthaversity
of Southern Californiaproject withFAMS on randomizing flight
schedules for the prestigiouRist Awardé o
-R. S. Bray (TSA)
Transportation Security Subcommittes
US House of Representativ@912
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Networks: Mumbal Police Checkpoints[2013]*
Incremental Strategy Generation

T -

Double oracle: Converge to a global optimal
Path #1 | Path #2 Path #3

-2, 2

Defender oracle

Checkpoint s
strategy #1

SEV NN -5 5 1,-1 -2, 2
strategy #2

-1, 1

Checkpoint
strategy #1

Attacker oracle gt?:tzl;pyog

Path #1 | Path#2 Path #3

Checkpoint
strategy #1

Checkpoint
strategy #2

*With V Conitzer 21/59
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Double Oracle[2013]

Incremental Strategy Generation: Exploit Small Support

150 edges; 2 Checkpoi
Only six candidate edg
for checkpoints

¥ Image ©2010/GeoEye
Image ©2010:TerraMetrics
©:2010/Google
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Mumbal Police Checkpoints[2013]
Results of Scale-up

b \
¥
y N

J e . " '.\‘

20416 Roads, 15 checkpoints:




Double Oracle: Social, Cyber Networks[2013] “’
Incremental Strategy Generation ~

Social networks: Cybernetworks:
e.g., countefinsurgency

Intermediate




Flights

2007 2009 2012 2013
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Port Security Threat Scenarios

US Ports: $3.15 trillion economy
USSColeafter suicide attack Attack on a ferry
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PROTECT: Randomized Patrol Scheduling [2013]
Port Protection (Scalep) and Ferries (Continuous Space/time
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PROTECT: Randomized Patrol Scheduling [2013]
Port Protection (Scalep) and Ferries (Continuous Space/time

UPPER

\

NEW YORK

Port Liberte °

\
vAN hll

St. George ®

‘ Atlantic
STATEN Highlands

ISLAND
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Ferries: Scaleup with Mobile Resources & Moving Targets
Transition Graph Representation

5 min 10 min 15 min
A A, 5min —=-=-->A,10min —-=-->A, 15 min
Bl |B,5min --->B, 10min - - - => B, 15 min
C C, 5 min ----ﬁC,lOmin----l'C,lSmin
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Ferries: Scaleup with Mobile Resources & Moving Targets
Transition Graph Representation

5 min 10 min 15 MIN =
A A,S5min F===>A, 10 min ————> Fer;ry

B |B5min F--- - - =>B, 15 min

c - - -{C 10 mir

= ===>»C, 15 min
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Ferries: Patrol Routes
Exponential Numbers of Patrol Routes

e Patrols protect nearby ferry location; Solve as done in ARMOR

5 min 10 min 15 min

0

B
S
¢ [csmm}---Comn} - >[Cismn
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Ferries: Patrol Routes

Exponential Numbers of Patrol Routes ~ 4E(E «h-wm @SR

e Patrols protect nearby ferry location; Solve as done in ARMOR
» Pr([(B,5), (C, 10), (C,15)]) = 0.17 & Pr([(A,5), (A,10), (B,15)]) = 0.07
» Pr([(B,5), (C,10), (B,15)]) =0.13 & Pr([(A,5), (A,10), (A,15)]) = 0.03

‘ NT variables‘
5 min 10 min 15 min

‘
5 [szmn f--~fsdomn
mn |-

7 —
¢ [Csmm}---Comn} - >[Cismn
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Ferries: Scaleup 3 £
Marginal Probabilities Over Segments 445 i dhélh

¢ Variables: NOT routes, but probability flow over each segment

A

5 min 10 min 15 min

A ‘.

: o

¢ [cCsmm }-=-leBmn} - >[Cismn
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Ferries: Scaleup with Marginals Over Separable Segments
Significant Speedup

¢ Obtain marginal probabilities over segments

: ' ), (C, 10), (C,15)]) = 0.17
IWZ.T varlables| W

), (C,10), (B,15)]) =0.13
5 min 10 min 15 min

: . 0.03 ;
A A, 5 min Q.10 A, 10 min | ---->{A, 15 min BT
0.07

B o min B, 15 min
' 0 ,
n f--- in |- = =>[C, 15mi
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TRUSTS: Frequent adversary interaction games
Patrols Against Fare Evaders

10 min 15 min

A, 15 min
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TRUSTS: Frequent adversary interaction
Uncertainty in Defender Action Execution

5 min 10 min 15 min

g 005
0.15

C, 5 min
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TRUSTS: Frequent adversary interaction
Uncertainty in Defender Action Execution

¢ Markov Decision Problems Security games

5 min 10 min 15 min

SRR A, 5 min Q.10 A, 10 min A, 15 min
Transit * %
NAI 2(P) -> NAI 3(P) ‘

Start Time: 18:30

End Time: 18:40
T Tanst BB, 5 min B, 10 min B, 15 min
NAI 3(P) -> NAI 4(F)

0 w

Start Time: 1840
. Transit . : .
C|/|C,5min -=--- 21 C, 15 min

End Time; 18:50
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Urban Transportation Security:
MDPs & DEC-MDPs in Security Games

COPS LA Metro System STREETS Singapore Roads
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Uncertainty Space Algorithms: ‘ﬁ %«3
Bavesian and Robust Approaches "n ”enﬁm‘

Adversary payoff uncertainty
Payoff interval, e Bayesian
Not point GMC ¢ HUNTER o
estimatgsgprags X y
\ RECON Adversary observation &
N § >defender execution
A\ uncertainty
_ @ LrAC
-7 5 ;5 BISG ORECON BURAC
onotonic Maximin -
(Monotonic adversary) |& *
c
Adversaryrationality £0>
uncertainty 0 9
5 10
#Targets
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Security Games, Environmental Crime
& Bounded Rationality

Wildlife
Queen Elizabeth Nationa
Park
Uganda

| 20 km

—l

: s Fishery
Nakal Nam Theun Viet Gulf of I\/Iexmo
\5 rest Area, Laos '

No patrols

Higher
density
Lower densit
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Uncertainty in Adversary Decision: Bounded Rationality

Human Subiects as Poachers

Game 2  Caughtl
Total: $1.3=$1.4 - $0.1

1
' Reward if Penaltyif 4%  Money
successful caught by earned if
g  fangers o successful
a8 &
L =2 J
9 A 0.9
| Percentage of Percentage of
= suCcess failure
0% 100%

Google

Map data ©2014 Google Imagery ©2014 DigitalGlobe | Terms of Use | Report a map error

End Game
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Human subjects: Anchoring, eOptimality*

Uncertainty in Adversary Decision[2009]

Average expected reward
Unobserved 5 Observations 20 Observations Unlimited

. ¥ ARMOR
| mUniform
] ] COBRA

» ARMOR: Outperforms uniform random
» COBRA: TOPY.
maxx,q a a. Rj)(lqj

il X jl Q

Aﬂ”cm”” st. xX'=(1- a)x+a(/| X |)
e-optimall N
el-qg;))¢(a - agx;)te+td- q)M

il X

*With SaritKraus 44/59



Quantal Response Model of Adversary [2011]
Not Maximize Expected Utility Yang

Quantal ResponseStochastic choice, better choice more likely

/(()Euadversary(X )
Adversaryos Frobabl | 1ty

of choosing targetj i
a €
J'=1

/ QEU adversary(x, i)

/ EU d.UVUIde)/(X’ J )

U defeil j )
. ! EladversaryiJ ) SpO

E COBRA

; ~ mARMOR

Payoff 1  Payoff2 Payoff 3 Payoff 4 45/59




Uncertainty in Adversary Decision [2012]

Robust vs I\/Iodeling Adversaries*

Robustness: Bound loss to defender: Not model attacker via (

b*(Adv er stiitylgssib Results on 100 games
deviates from optimal)  >= Robustwins Draw QR wins
(D e f e nuliltydossdue to
adversary deviation) 42 52 6
Defeating Robust: Learned subjective utility
e’ GEU*Y(x,]) Results on 22 games
dj = SU-QRwins Draw  Robust

/ (SEUadversary(X J )

Ja'e 13 8 1

SEU(j) =w;? captureprob | Regyits ac

ainst security experts
SU-QRwins Draw  Robust

+ W23 attackreward

+ W33 attack penalty

*With SaritKraus 46/59



PAWS: Protection Assistant for Wildlife Security[2014]
Repeated Stackelberg Game

Bayesian SUQRHeterogeneous Poachers|f3
0 X hX hX
BQ XMW

Learn from
crime data:

roundl] round6 round 11 round 16 round 21 round 26

0
-20
-40
-60

Defender
calculates
mixed strategy

Poachers attac
targets

-80 || .

Defender
executes

randomized
natrols

Defender Cumulative
Expected Utility

Simulationy-
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PAWS Test: April 2014
Trials in Queen Elizabeth National Park

Tervn of Lhe Ragt o - wor
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Security Resource Optimization:
Evaluating Deployed Security Systems Not Easy

¢ Game theory: Improvement ovpreviousapproaches

»Previous: Human schedul er
Lab Field Evaluation: Field Evaluation:
Evaluation Patrol quality Tests against adversarie:
Unpredictable? Cover?
Simulated Compargeal schedulesiin Moc k att ac
adversary

Human subjec] Scheduling competition| Capture rates of
adversaries real adversaries

Expert evaluation
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Why Does Game Theory Perform Better?
Weaknesses of Previous Methods
¢ Human schedulers:

®» Predictable patterns, e.g., US Coast Guard
» Scheduling effort & cognitive burden

¢ Simple random (e.g., dice roll):

» \Wrong weights/coverage, e.g. officers to sparsely crowded terminzg
» No adversary reactions

e Multiple deployments over multiple years: without us forcing them
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Lab Evaluation via Simulations:
Example from IRIS (FAMS

m Uniform
6

N

ZWeighted random 1 @Weighted random 2 mIRIS

Defender Expected utility

=
o

Schedule Size
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Field Evaluation of Schedule Quality:
Improved Patrol Unpredictability & Coverage

PROTECT (Coast Guard): 350% increase defender expected utility

Patrols Before PROTECT: Boston Patrols After PROTECT: Boston

\_’/\

Base Patrol Area

Count

Count

—_———

N

Dayl Day2 Day3 Day4 Day5 Day6 Day?7

Day 1 Day 2 Day 3 Day 4 Day 5 Day 6 Day 7
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Field Evaluation of Schedule Quality:
Imgroved Patrol Ungredictabilitx & Coverage for Less Effort

IRIS for FAMS: Outperformed expert human over six months
Report: GAO-09-903T =

ellligent Randemization ln Schedulling

ARMOR at LAX: Savings of up to an hour a day in scheduling
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Field Evaluation: Human vs Game Theory Competition

Counter-terrorism Patrol Schedulin
e 90 officerson LA Metro Trains =

e Humans required significant effort §
» Worse schedules than game thef 7

e Observer 60s r epojr O Nn=Hupy] e*SamejTheprn S

-
Ul

Security Score
D

3.5

w




Field Test Against Adversaries: Mock Attackers

Example from PROTECT

eiMock attackero team depl oyed i
» Comparing PREto POSTP ROT ECT : Ndeterren

¢ Additional realworld indicators from Boston:

®» Boston boaters guestions:
@n . . h EmastGudrdrecently acquired morgoat®

» POSTPROTECT: Actual reports of illegal activity
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Field Tests Against Adversaries
Computational Game Theory in the Field

Controlled

t
B VIetro)lRail)

¢ Game theory vs Rando

e 21 days of patrol

¢ |dentical conditions

¢ Random + Human

Not controlled

m Game Theory

# Captures
/30 min

Rand+Human

_ B

# Warnings # Violations

/30 min

/30 min

m Miscellaneous
m Drugs

u Firearm Violations
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Expert Evaluation

Example from ARMOR, IRIS & PROTECT

June 2013: Meritorious Team Commendation
from Commandant (US Coast Guard)

July 2011: Operational Excellence
Award (US Coast Guard Boston)

September 2011: Certificate of
Appreciation (Federal Air Marshals)

wé}“\:b"
) 2.
4"‘4.\'0 S 5>
Transportation Security
Administration

Office of Law Enforcement/Federal Air Marshal Service

Milind Tambe

This 2™ day of September, 2011

In recognition a d appreciation of your outstanding a l ment in developing the
Intelligent Randomization l Sch d I g (lRlS) p hgral ad\"'mcc Ihc mission of the
Ofr ce of Law Enfon nt/Federal Air [\1 rshal Servi

February 2009: Commendations
LAX Police (Clty of Los Angeles)

el
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Summary: Security Games

Decision aids based on computatiogametheory in daily use

¢ Optimize limited security resources against adversaries

Applications yield research challenges: Science of security ga

e Scaleup: Incremental strategy generation\arginals
e Uncertainty Integrate MDPs, Robustne§3,antalresponse

Current applications (wildlife securitylnterdisciplinarchallenge

e Global challenges: Merge planning/learning & security gam
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Just the Beginning of n

e Follow on research & applications:

Privacy audits Software testing Sport event securitySingapordrain Examquestions
(Sinhal J CA1l 61 BKukre@dASEOG13)Yi n AAAI 6 aagkanthaml AAI 6(iBJ CA)l 61

e Our
next
steps:

Startup:ARMORWA Game theory in the field

Thank you o Tr tafi AT
‘A@y,, ransportation |
to sponsors mCREATE U Ny iArmy Research 0ff|cel

HOMELAND SECURITY CENTER 4'(~ 2 Administration




