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Ameren Corporation

« Diversified Regional Electric and Gas Utilit 2
’ ’ L hmeren
« Serving 2.4 million electric and 933,000 gas ’Ilmﬂ JLLIOD
customers over 64,000 square miles in lllinois 2
and Missouri Amoren
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« Generating 10,300 MW regulated electric 3

generation capacity in Missouri 1

« Maintaining 7,400 circuit miles of electric
transmission

MISSOURI

« Employing more than 8500 personnel &y
NI
« Average annual economic impact of $8.6 billion “ Ameren
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Ameren lllinois

1.2 million electric and 827,000 gas customers

ILLINOIS ’

40,000 sqg. miles in central and southern lllinois

4 500 miles of electric transmission lines

Springfield
<<<<<

45,700 miles of electric distribution lines

1,035 distribution substations.

2,688 distribution circuits.
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Technology Applications Center - Background

On October 26, 2011, the Energy Infrastructure & Modernization Action (EIMA) was enacted which comprised
a component requiring Ameren lllinois to construct or designate a Smart Grid Testing Infrastructure

Technology Applications Center Services
« Ameren lllinois will provide testing infrastructure resources and services from which companies will be
allowed to test programs, technologies, business models and other Smart Grid-related activities while

connected to the grid

Requirements from SB 1652 for Technology Applications Center

» Provide companies with open unbiased opportunities for testing programs, technologies,
business models, and other Smart Grid-related activities while connected to the grid

* Provide companies with opportunities to test and showcase Smart Grid technologies and
services, especially those likely to support the economic development goals of the State of
lllinois

» Facility will include a live MISO (Midwest Independent System Operator) signal to provide
testing capabilities of new utility scale applications associated with distributed /.
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Ameren lllinois Technology Applications Center (TAC)
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TAC - Substation Transformer & IED Bushing Monitor
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TAC - Distribution Su_bstation Structure
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TAC - Control Building Layout
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TAC — Relay Panels
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TAC — Testing Equipment Platforms
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TAC — "DMZ” Network

TAC Ameren Firewall
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TAC - Smart Appliances
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TAC - AMI Metering Bank
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Evaluation of Home Area Network Devices

Security Tool:

U ApiMote v4 provides:

Sniffing (ZigBee)
Injection
Tampering
Jamming

Collisions

“Security does not improve until tools for practical Al

exploration of the attack surface become available”
— Joshua Wright ““Ameren
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TAC Tour/Shuttle Info

When: Thurs 11/13
Time: 1:00pm
Meet: iHotel N. Conf Doors (Outside the lllinois Ballroom)

Contact: Cheri Soliday, TCIPG
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