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In a G&T Coop

Andrew Wright, CTO

November 7, 2014
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Secure Interconnect
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* we desired to implement
— network segregation within members
— monitoring of member OT networks
— secure remote access to member networks

* but ownership issues intruded!
— members won’t provide details of their networks
— members do not want G&T to see their traffic

— G&T does not want to own/control equipment in
member’s systems
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PCl Compliance

* in several cases members refused Internet
connections as backup links

— these would need to be addressed in their PCI
compliance requirements

— poor segregation of billing functions from control
functions?

M/ -dimension
solutions



Geography

* many sites are fairly remote, making any
onsite work require at least a full day
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e adverse weather can disrupt your plans
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Scheduling

* outage windows may
need to be coordinated
weeks in advance

* |ast minute events may
throw all those plans
out the window
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Can’t Touch This

* significant periods, even whole seasons, of no
changes allowed (it is critical infrastructure)
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Complexity

* There are no detailed
complete up-to-date
network diagrams

 You can’t understand
everything before you
start

M/-dimension
solutions



Don’t Screw Up!

have backup plans for your backup plans

Lol




